WIRTSCHAFTS
UNIVERSITAT
WIEN VIENNA
UNIVERSITY OF
ECONOMICS
AND BUSINESS

L EFMD

ACCREDITED




Signaturwert vm unbOe5kSTIB4As| f +EGZSTCl eg/ 3nWFBAI Xq2BI HNCl wzuFi CxMA0V) Xt G | 8

Unterzeichner

Di pl . -HTL-1ng. Robert Maschek

Datum/Zeit-UTC

2010-01-29T721: 02: 47Z

Aussteller-Zertifikat

CN=a- si gn- Prem um Si g- 02, QU=a- si gn- Prem um Si g- 02, O=A- Trust Ges.
f. Sicherheitssysteme imelektr. Datenverkehr GibH, CCAT

Serien-Nr. 291878
Methode urn: pdfsigfilter:bka.gv.at:text:v1.1.0
Parameter et si-bka-1.0@264798967-9155984@0826- 12441- 0- 10994- 19345

Priifhinweis I nformati onen zur

Pr0f ung der el ektroni schen Signatur und des Ausdrucks finden Sie

unter: https://ww. buergerkarte. at/signature-verification

Institute for Management Information Systems

WS 2009/10

A seminar paper for the Vertiefungskurs VI — Wirtschaftsinformatik (LV 0902)

© 2009/10 Robert Maschek
Student ID: 8952711




Table of contents, List of figures; List of abbreviations

Table of contents

N 1 o1 £ To 1§ [ox 1o o PP PP PPPPPPPPPPPP 1
2 The APAChe WEDSEIVET ......... e 2
Nt R o 115 (o Y2 2
2.2 Apache 2 Software ArChit@CtUIe ..........oooviiiiiiiiii e 3
2.2. 1 OVEBIVIBW ..eiiiiiiiiieieeeeeeeete ettt ettt ettt ettt ettt ettt ettt ettt ettt et ettt e et e e e e eeeseeeeeees 3
A A © a1 - 11 o] o [ SRR 5

2.3 Apache2 Basic Concepts and SITUCIUIES ........ovvieeeivieeiiiiiiie e 6
2.3.1 BaSIC CONCEPL: POOIS.....ccoiiiiiiiiiiie e 6
2.3.2  ApPAChe COre ODJECES ....ccceieeeeeee e 7

2.4 HTTP Request Nandling ........ooooiiiiiiiiiiiiee e 10
241 INTrOAUCTION .cooiiiiiiiiiiiiiiee et 10
2.4.2  HOOKS fOF FEQUESTS ...t 13

I |V (o To J 0 0] = =) et QRSSO PPPPRPR 15
G 200 R 1 1 (0T (3 Tox 1o o 1R PP 15
3.2 Installation of mod_ooRexx on Windows Server 2008 .............cccceeeeeeeeennnnn. 16
T R o (=T (=T [ U1 (=P TPT 16
3.2.2 Installation from SOUICe COE ........covvviiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 16
3.2.3  CUSIOMIZALION ettt e e e e e eeaa s 18
3.2.4 Check the installation.............cceviviiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 19
3.2.5 Installation from a binary distribution...............cooiiiiii 19

3.3 Installation of Mod_00Rexx on Fedora 12........cccceeevvviiieieiiiieeeeeeiieee e, 19
G0 Tt R o (=T =T [ U1 (= 19
3.3.2  INSTAllAION ... 19
ICTRC TS T OF U1 0] 0 4[4 Vi [o] o [P P PP 21
3.3.4 Check the installation...............coiiiiiiiiiiiii e 22

N = 141 01 =SSP 23
g R [ 11 o o 18 o 1o ] o I 23
4.2 Hello World — A differenNt Way .........ccoovviiiiiiiiiii e 23
4.2.1 Sample 01: The “quick and dirty” VErsion.................eeeeeeeeeeeeeeeeeeeeeeeennee. 23
4.2.2 Sample 02: Using routines and proCedures ............cuuvveeeeeeeeeeeeeevnvnnnnnn 26
4.2.3 Sample 03: Using Rexx Server Pages (RSP), Cascading Style Sheets
(CSS) @Nd FrameSs ......ccoiiiiiiiiiie et e e e e e et e e e e e e eeeannes 28
4.2.4 Sample 04: Using Object Oriented Programming ..................eeeeeeeeeeneee. 31

4.3 Using 00REXX to control access to the Server.........ccccceeevvveeeeveeveiiiiceeeee, 34
4.3.1 Sample 05: Our standard for the Browser is Internet Explorer 8........... 34
4.3.2 Sample 06: Access only for members of our IP-subnet ........................ 36

S @] T 1113 [ o T USPPPPURR 41
6 BIbDlIOGrapNy .. oo 42

Dipl.-HTL-Ing. Robert Maschek 1]



Table of contents, List of figures; List of abbreviations

7  Appendix A: Installation of VMware Workstation ..............cccceevvvviiiiiiiieeceeeeeiiinns 43
A R o 1= =T [0S (= PP 43
A 1415 = 11 =10 o 43

8 Appendix B: Setup Virtual machines: Window 2008 Server ............cccceeeeeevennnnn. 47
8.1 PrerEQUISITES ...ceeiiieeiiiiiii e e e e e ettt e e e e e ettt e e e e e e e e e e et e e e e e e e e eaersnn s a7
8.2 INSTANlAtION ..eeee e a7
8.3 Initial configuration and customMIzation.............cccoevvieeeiiiiieiiiii e, 50

8.3.1 Initial configuration of the Windows 2008 Server..........ccccoeeeevviiiiieeennnn, 50
8.3.2 Add a second hard disc for Apache Data files ............ccccceevvieieiieviennnnns 51
8.3.3 Activation of the Operating SYStem ...........uuuiiiiiiiiiiiiiiiii e 57

9 Appendix C: Setup Virtual machines: Fedora 12...........cccceevvvveiiiiiiiiieeeeeeeeeninnnns 58
0.1 PrEIEQUISITES ...ttt e ettt e ettt e e e e e e e e ettt e e e e e e e e e eenbnna s 58
9.2 INSTAllALION ... 58
9.3 Initial configuration and CUuStOMIZAtiON............uuuiiiiiiiiiiiiiii e, 68

9.3.1 Initial configuration of Fedora 12...............uuiiiiiiieeiiiieecie e 68
9.3.2 Enable Network CONNECHION .......coiiiiiiiiiiiiiee e 70

10 Appendix D: Installing Apache on Windows 2008 Server.........ccccccvvvviiieeeeeeenne. 73

10.1  PrerEQUISITES ....uiiiiiiiiiiiiiiie ettt e ettt e e e e e e e e eeebb s e e e e e e eeeennes 73
10.1.1 Add Apache Website to the trusted SitesS ..........ccceevvieeeiiiieiiiiiiiiiee e, 73
10.1.2 Download the SOftWAIE .........ccoiiiiiiiiiiiie e 73
10.1.3 Option: MD5 value ChECK..........ccevviiiiiiiieeiieeeeci e e e 74

10.2  INSEAIALION ....eeiieee et e e e eaaae 75

10.3  Initial installation and CUStOMIZALION ...........uuuuuruiieiiiiiiiiiiiiiiiiieeeeeeeeae 78
10.3.1 Changing NtdOCS .......cuuuuuiiiiieiiiieiiiie et e eeeeeeees 78
10.3.2 Adjusting Windows Firewall ..............ccoooiiieiiiiiiiiiiiee e e e 80

11 Appendix E: Installing Apache on Fedora 12............coouuiiiiiiiiiiiiiiiiiiieeee e 82

I R T =0 [ 1 ]| (=SSP 82
11.1.1 Download the SOftWAIE ..........cooiiiiiiiiiiie e 82
11.1.2 Option: MD5 value ChECK..........ocevuviiiiiie e 82

0 [ 11 = 11 F= 14 o o U RRUPPPPRPRP 82

11.3  CUSTOMUZALION: ..ttt 85
11.3.1 AdAING SAIMTUPD ...ccoiieeeiiiiiiie ettt e e e e e e eeaaaer e e e e e e e eeeenes 85
11.3.2 Symbolic linking of the apache2 directory.........ccccoeveeeeiiiiiiiiiiiiieeeeeee, 88
11.3.3 Changing NtdOCS ........uuuuiiiiieiiieeiic e eeeeees 89

12 Appendix F: Installing ooRexx on Windows Server 2008 .............cccceeeveeeeeeennnnnns 91
12,1 PrErEQUISITES ...ttt e e e e e e e e e etbb e e e e e aeeeeennes 91
122 INSEAHALION ...ttt 93

13 Appendix G: Installing 0o0Rexx on Fedora 12 ............couuuiiiieiiiiiieiiiiiiieeee e 98
IR T A T =0 [ ]| (=SSP 98
13.2  INSEAIALION ...t eanae 99

Dipl.-HTL-Ing. Robert Maschek v



Table of contents, List of figures; List of abbreviations

List of figures

Figure 1 Netcraft Survey of webserver marketshare ...........cccccoceeeeiiiiiiiicccc e, 1
Figure 2 Apache software architecture overview (Kew 2007, p. 22)......cccevvvvviineenennn. 3
Figure 3 Apache COre ODJECTS ........oovviiiiiii e 8
Figure 4 Apache 2 request handling .......cooooooiiiiiiiiii e 10
Figure 5 Apache request handling (detailed VIEW) ...........coovvviiiiiiiiiiiieieeeeeee e 12
Figure 6 Mod_ooRexx Installation — Finished installation...............cccccvvviiiiiiinnn. 22
Figure 7 Sample 01: equilateral triangle — the simplest way — source code

(ST T a0 1100 =) PSRRI 24
Figure 8 Sample 01: equilateral triangle — the simplest way — the result.................. 25
Figure 9 Sample 02: equilateral triangle — using routines and procedures — source

(o300 SN STz U a] o1 (=10 1230 (= P 27
Figure 10 Sample 02: equilateral triangle — using routines and procedures — the

FRSUIT <. 28
Figure 11 Sample 03: equilateral triangle — using RSP and CSS — source code

(ST 1] 11102 78 01110 ) PSSR 28
Figure 12 Sample 03: equilateral triangle — using RSP, CSS and frames — source

[of0 o SN STz U 0] o] (=TT o1 IS 29
Figure 13 Sample 03: equilateral triangle — using RSP, CSS and frames — source

code (Sample03 _Top.NtMI) ... e 29
Figure 14 Sample 03: equilateral triangle — using RSP, CSS and frames — source

(ol o (SN ST Tga] ol (=0T = o] 1 (o] 0 0 1 £ ) 30
Figure 15 Sample 03: equilateral triangle — using RSP and CSS — the result .......... 31
Figure 16 Sample 04: equilateral triangle — using Objects — source code

(ST Ta0] 11107 0 =) ST URPPTRTPRP 33
Figure 17 Sample 04: equilateral triangle — using Objects — the result..................... 33
Figure 18 Sample 05: Check Browser type and version

(check_browser_and_VerSiON.reX) ...........uucciieeeeeieieeiiiiisseeeeeeeeeeasinnneeeeeeeeennnns 34
Figure 19 Apache configuration directive for checking webbrowser and version...... 35
Figure 20 Check Browser and version: Wrong browser used..............ccccevvvvvvvnnnnnnnn. 35
Figure 21 Check Browser and version: Successful tested.............ccccccin. 36
Figure 22 Sample 06: Check IP - SOUrCECOE ...........ueiiieeiiiiieeiiii e 38
Figure 23 Apache configuration directive for checking webbrowser and version...... 40
Figure 24 Sample 06: Check IP - coming from a wrong one .........cccoceeevevvvevvvnnnnnnnnn. 40
Figure 25 Sample 06: Check IP - coming from arightone ..........ccccooooeiiiiiiiiiiiinnnn. 40
Figure 26 VMware Workstation Setup — Startup SCreen ...........cccceeeveeeeeeevveeeiiinnnennn. 43
Figure 27 VMware Workstation Setup — Setup TYPE.....oooviviieeiiiiiiiiie e 43
Figure 28 VMware Workstation Setup — Destination Folder...............cccvvvvvivivinnnnnn. 44
Figure 29 VMware Workstation Setup — SNOMCULS .........ooooiiiiiiiiiiiiiceen 44
Figure 30 VMware Workstation Setup — Ready to Start installation ......................... 44
Figure 31 VMware Workstation Setup — Registration information .............cccccccceene. 45
Figure 32 VMware Workstation Setup — Setup wizard completed..........c.cccccvvnnnnn.n. 45
Figure 33 VMware Workstation Setup — ICON .........uuueiiiiiiiiiiiieii e 45
Figure 34 VMware Workstation Setup — License agreement..............cceevvevvvvvvnnnnnnnn. 46
Figure 35 VMware Workstation Setup — Main SCreen..........cooeevvviiiiiieeeeeeceeiiieennn 46
Figure 36 VMware Workstation — [CON..........ccoviiiiiiiiiii e a7
Figure 37 Windows Server 2008 Installation — Creation of virtual machine.............. 47

Figure 38 Windows Server 2008 Installation — Guest Operating System Sources ... 48

Dipl.-HTL-Ing. Robert Maschek \%



Table of contents, List of figures; List of abbreviations

Figure 39 Windows Server 2008 Installation — Easy Install Information ................... 48
Figure 40 Windows Server 2008 Installation — Name the virtual machine................ 48
Figure 41 Windows Server 2008 Installation — Specify Disk Capacity.............c........ 49
Figure 42 Windows Server 2008 Installation — Ready to create Virtual Machine...... 49
Figure 43 Windows Server 2008 Installation — Select Operating System................. 50
Figure 44 Windows Server 2008 Installation — Initial configuration tasks ................. 50
Figure 45 Windows Server 2008 Installation — Windows Update ...........c.cccccvvunnnnn.. 51
Figure 46 Windows Server 2008 Installation — Windows Update completed............ 51
Figure 47 Windows Server 2008 Installation — VMware Workstation Main Screen .. 52
Figure 48 Windows Server 2008 Installation — Virtual Machine Setup ............c........ 52
Figure 49 Windows Server 2008 Installation — Add hardware wizard....................... 52
Figure 50 Windows Server 2008 Installation — Add hardware wizard (Disk) - I ........ 53
Figure 51 Windows Server 2008 Installation — Add hardware wizard - II.................. 53
Figure 52 Windows Server 2008 Installation — Add hardware wizard —

Y 01T o A oF= T o = U | 53
Figure 53 Windows Server 2008 Installation — Add hardware wizard —

SPECITY ISK Tl ... 54
Figure 54 Windows Server 2008 Installation — VMware Workstation

WIth SECONT QISK ...t 54
Figure 55 Windows Server 2008 Installation — Administrative ToOoIS ............ccccoee..... 55
Figure 56 Windows Server 2008 Installation — Computer Management................... 55
Figure 57 Windows Server 2008 Installation — Initialize disk ...............ccccc 55
Figure 58 Windows Server 2008 Installation — Volume creation............cccccevvvvvvnnnnn.. 55
Figure 59 Windows Server 2008 Installation — New simple volume wizard............... 56
Figure 60 Windows Server 2008 Installation — System volume size..............ccccun..... 56
Figure 61 Windows Server 2008 Installation — Drive letter ..........ccoovveiiiiiiiiiiiicnnnnn. 56
Figure 62 Windows Server 2008 Installation — Format partition .............cccccevvvvnnnnnn.. 56
Figure 63 Windows Server 2008 Installation — Completion .............cccceeiiiin. 57
Figure 64 Windows Server 2008 Installation — Volume added .............ccooevvviennennn. 57
Figure 65 VMware Workstation — [CON..........oooiiiiiiiiiiiiee e 58
Figure 66 Fedora 12 installation — Creation of virtual machine.............cccccovvvvnn... 59
Figure 67 Fedora 12 Installation — Guest Operating System Sources...................... 59
Figure 68 Fedora 12 Installation — Select Guest Operating System.............cccccevn.... 59
Figure 69 Fedora 12 Installation — Name virtual machine ..............ccccvvveiiiiiiinnnnenn. 59
Figure 70 Fedora 12 Installation — Specify disk capacity..........ccccceeeeeeeeeereeeiiiiniinnnnn. 60
Figure 71 Fedora 12 Installation — SUMMAry SCreen ..........cccuvvvvuvriiieeeeeeeeeeeiiiiinenn 60
Figure 72 Fedora 12 Installation — Change memory Settings ..........cccceevevvevvivvnnnnnnnn. 60
Figure 73 Fedora 12 Installation — Ready to create virtual machine......................... 61
Figure 74 Fedora 12 Installation — Setup welcome SCreen.........ccceevveeeeveveeevivnnneennn. 61
Figure 75 Fedora 12 Installation — DIiSC FOUNd ...........ccoooiiiiiiiiiiiiii e 61
Figure 76 Fedora 12 Installation — Installation start.............cccceevviiiiiii e, 62
Figure 77 Fedora 12 Installation — Installation language .............ccccoeviiieiiiiiiiiiiiinnnn. 62
Figure 78 Fedora 12 Installation — Installation keyboard layout..............ccc..oevvennnn... 62
Figure 79 Fedora 12 Installation — Drive initizialisation.............cccooovveiiiieiiiiiiiineeeenn. 63
Figure 80 Fedora 12 Installation — Set hoStname ............ccovvvvviiiiiiiii e, 63
Figure 81 Fedora 12 Installation — Set timezZoNne ..........cooooiiiiiiiiiiiiiee e 63
Figure 82 Fedora 12 Installation — Set root password ................ueeiiieeeeeeeeeeeviiinnenn. 64
Figure 83 Fedora 12 Installation — Weak root password warning..............c...ueeennn.. 64
Figure 84 Fedora 12 Installation — Hard drive partitioning ...........ccccoeeeeeeerveevivnnnnnnnn. 64

Dipl.-HTL-Ing. Robert Maschek Vi



Table of contents, List of figures; List of abbreviations

Figure 85 Fedora 12 Installation — Edit hard drive partitioning..............ccceevvvvvvinnnnn... 65
Figure 86 Fedora 12 Installation — Edit IV_ro0t ...........coooiiiiiiiiiiiiiii e 65
Figure 87 Fedora 12 Installation — [V_roOt NEW SIZE ........cccvvvevviiiiiiiieeeeeeeeiie e 65
Figure 88 Fedora 12 Installation — Create a new logical volume ............ccccovvvvnnnnnnn. 66
Figure 89 Fedora 12 Installation — LVM volume group: Vg_WWW..........cccevvvvrrrnnnnnnnn. 66
Figure 90 Fedora 12 Installation — Changed hard drive settings ...........cccccevvviuunnnn.. 66
Figure 91 Fedora 12 Installation — Hard drive partitioning — write changes to disk... 67
Figure 92 Fedora 12 Installation — Boot loader installation.............cccccevviiviiiiinnnn. 67
Figure 93 Fedora 12 Installation — Change install packages............ccccceevvvvvvvvvnnnnnnn. 67
Figure 94 Fedora 12 Installation — VMware Workstation drive lock...........c.ccccccee.. 68
Figure 95 Fedora 12 Installation — Initial configuration .............cccccoeviiiiiiiiieiiicineennn. 68
Figure 96 Fedora 12 Installation — License information ..............ccceevvieeeiieieiiiiiinnennn. 68
Figure 97 Fedora 12 Installation — Create USEer........cccooeeeviiieeiiiiiiiie e 69
Figure 98 Fedora 12 Installation — Date and TiMe.........c.coovriiiiiiiiiineeeieeeeeie e 69
Figure 99 Fedora 12 Installation — Hardware profile..........cccccvvviiiiiiiieieeeeee 69
Figure 100 Fedora 12 Installation — Hardware profile sending .............cccoevvvvivinnnnnnn. 70
Figure 101 Fedora 12 Installation — Initial configuration finished...............cc.ccccee... 70
Figure 102 Fedora 12 Installation — DeSKIOP .......cccuvviiiiiiiiiiiiiiiiie e 70
Figure 103 Fedora 12 Installation — Network connections...........ccccevveeeeeeeeevivnnnnnnnnn. 71
Figure 104 Fedora 12 Installation — Ethernet connection .............cccoovvviiiiiiiiiiiiinnnnn. 71
Figure 105 Fedora 12 Installation — Root user authentication needed ..................... 71
Figure 106 Fedora 12 Installation — System restart needed ...........cccoeoeeeviviviiiinnnnnn. 72
Figure 107 Apache on Windows 2008 — Adjust trusted SiteS...........ccceeeeevvvvvrvrnnnnnnnn. 73
Figure 108 Apache on Windows 2008 — Adjust trusted sites warning message....... 73
Figure 109 Apache on Windows 2008 — Download Apache software ...................... 74
Figure 110 Apache on Windows 2008 — Open download folder...........cccccevvvvinnnnnnn. 74
Figure 111 Apache on Windows 2008 — MD5 hash value calculator........................ 74
Figure 112 Apache on Windows 2008 — Apache MD5 hash value calculation......... 75
Figure 113 Apache on Windows 2008 — Installation welcome screen...................... 75
Figure 114 Apache on Windows 2008 — Apache LICENSE ..........ccevvvvvvveiiiiiiiiieieennnn. 75
Figure 115 Apache on Windows 2008 — Read this first........ccccccceeeiviiieeveeeeeiiicee. 76
Figure 116 Apache on Windows 2008 — Server information.............ccccceeeevieiennnnnnnn. 76
Figure 117 Apache on Windows 2008 — Installation type ...........ccceeevvieeeievveeiiiiinnnnn. 76
Figure 118 Apache on Windows 2008 — Destination folder..............cccccoeeviiiinnnnn. 76
Figure 119 Apache on Windows 2008 — Ready to install .............cc.cooevvvvvviiiiiinnnnn. 77
Figure 120 Apache on Windows 2008 — Access control warning I ...........ccccuvvvennnnn. 77
Figure 121 Apache on Windows 2008 — Installation wizard completed.................... 77
Figure 122 Apache on Windows 2008 — Test installation ............cccoooeiiiiiiiiiiiiiinnnnn. 78
Figure 123 Apache on Windows 2008 — httpd.conf file location ............cccccvvvvinnnnn. 78
Figure 124 Apache on Windows 2008 — Apache servicemonitor...............co.uuvuennnnn.. 79
Figure 125 Apache on Windows 2008 — Server restart .............ceeeieeeeeeeeeveevvnnnnnenn. 79
Figure 126 Apache on Windows 2008 — Access control warning Il ..............cccceeee. 79
Figure 127 Apache on Windows 2008 — Test modified installation..................c........ 80
Figure 128 Apache on Windows 2008 — Windows firewall ..............ccccoeviviiiiiiinnnnnnn. 80
Figure 129 Apache on Windows 2008 — Windows firewall settings..............cccceevn.... 80
Figure 130 Apache on Windows 2008 — Add @ POIt .......ccooviiiiiiiiiiiiee e 81
Figure 131 Apache on Windows 2008 — Testing connection from remote................ 81
Figure 132 Apache on Fedora 12 — Firewall Setup .........ccoovvieiiiiiiiiniieiieeeeieee e 83
Figure 133 Apache on Fedora 12 — Authentication needed ...............ccceevvvvvviinnnnnnnn. 83

Dipl.-HTL-Ing. Robert Maschek VI



Table of contents, List of figures; List of abbreviations

Figure 134 Apache on Fedora 12 — Firewall port opened............ccccoeeveeeeiviiiiiiiennnn. 84
Figure 135 Apache on Fedora 12 — Firewall configuration change............ccccccceennn... 84
Figure 136 Apache on Fedora 12 — Connection teSt............cuuvviiiiiieeeieeeeiiiceee e, 84
Figure 137 Apache on Fedora 12: Startup script (automatically generated)............. 88
Figure 138 Apache on Fedora 12 — Connection test after reconfiguration ............... 90
Figure 139 Apache on Fedora 12 — Connection test from remote............ccccccvunnnnn.. 90
Figure 140 ooRexx on Windows Server 2008 — Create actual build......................... 91
Figure 141 ooRexx on Fedora 12 — Build ready for download....................cccoooee. 92
Figure 142 ooRexx on Windows Server 2008 — Check build for any errors ............. 92
Figure 143 ooRexx on Windows Server 2008 - Start installation.............................. 93
Figure 144 ooRexx on Windows Server 2008 - Security warning..........cccceeevvvvennnnnn. 93
Figure 145 ooRexx on Windows Server 2008 - Setup welcome screen................... 93
Figure 146 ooRexx on Windows Server 2008 - License agreement..............cccco...... 94
Figure 147 ooRexx on Windows Server 2008 - Choose components ...................... 94
Figure 148 ooRexx on Windows Server 2008 - Install location.............ccccevvvvvvvnnnnnn.. 95
Figure 149 ooRexx on Windows Server 2008 - rXapi PrOCESS .......coeveeeeeeeeeervvennnnannns 95
Figure 150 ooRexx on Windows Server 2008 - Installation completed - | ................ 96
Figure 151 ooRexx on Windows Server 2008 - Installation completed - II ............... 96
Figure 152 ooRexx on Windows Server 2008 - Test successful...........cccvvvvvvivnnnnnnn. 97
Figure 153 ooRexx on Fedora 12 — Create actual build .............ccccoooiiiiiiiiiiiiinnn. 98
Figure 154 ooRexx on Fedora 12 — Build ready for download...............ccccevvvvvvnnnnnnn. 99
Figure 155 ooRexx on Fedora 12 — Check build for any errors............ccccccc. 99

List of abbreviations:

APl i, Application Programming Interface
APR ... Apache Portable Runtime library
ASF .., Apache Software Foundation

ASP i Active Server Pages

DSO ..coooeiiiris Dynamic Shared Object

JSP Java Server Pages

MPM ..., Multi-Processing Module

REXXLA ... Rexx Language Association

RSP ., Rexx Server Pages

TCP i Transmission Control Protocol
URI i Uniform Resource ldentifier

URL .o Uniform Resource Locator

XML i, Extensible Markup Language

XSL o, Extensible Stylesheet Language
XSLT e, Extensible Stylesheet Language Transformation

Dipl.-HTL-Ing. Robert Maschek VIl



Introduction

1 Introduction

The Apache webserver is still the most popular webserver and still the showcase for
Open Source Software development with a market share of about 60% according to

the most recent surveys from Netcraft *
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Figure 1 Netcraft Survey of webserver marketshare

There are a lot of different reasons why Apache is still so popular and keeps it market
share even when commercial products (like Microsoft IIS) appeared on the market
but one reason is its modularity.

Together with being Open Source it has become very easy for developers from all
over the world to add modules for specific purposes and makes Apache even more

powerful.

Especially there are a lot of modules for the direct integration of programming
languages like PHP, Perl or even REXX and coREXX.

The main focus of this paper is an introduction on beginner level. This means that
after a theoretical introduction to Apache’s software architecture we will focus on

installing mod_ooREXX and getting in touch with it providing different examples.

! http://news.netcraft.com/archives/web_server_survey.html (2010-01-24)
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The Apache Webserver

2 The Apache Webserver

2.1 History

The roots of the Apache webserver date back to the early days of the Internet and
the NCSA-httpd daemon developed by Rob McCool at the National Center for
Supercomputing Applications (NCSA), University of lllinois.

When Rob was leaving the NCSA the further development of the web server got

stuck even having a big installed base at this time.

So a group of administrators joined a team in developing patches for the server and
in April 1995 the version 0.6.2 of the “a patchy server” was officially released even if
the Apache software foundation claims that “The name 'Apache’ was chosen from
respect for the various Native American nations collectively referred to as Apache,
well-known for their superior skills in warfare strategy and their inexhaustible
endurance.” ?

The codebase was completely redesigned and a lot of additional features were

added until December 1995 when the version 1.0 was released.

In February 1997 after the release of the version 1.2 the webserver was undergoing
another major redesign. The aim for 2.0 was to ensure that the same code is used for
all operating systems with a set of platform-specific routines to handle anything that
varies between operating systems.

All the plans for Apache 2.0 were summarized in February 1998, Apache Week issue
1023. The major changes being discussed were multithreading, filtering, new process
models, better system configuration, APl changes and changes to the configuration

syntax.

The alpha version of Apache 2.0 was presented at the ApacheCon in 2000 followed
by the Beta version in 2001. The first general available version 2.0.35 of the web

server was released in April 2002.

2 http://www.apache.org/foundation/fag.html#name (2010-01-24)
% http://www.apacheweek.com/issues/98-02-13#apache20 (2010-01-24)
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The Apache Webserver

2.2 Apache 2 Software Architecture

2.2.1 Overview

The Apache HTTP server in the version 2 consists of a relatively small core and
some modules which may be compiled statically into the server or held in a specific

directory (/modules or /libexec) and loaded dynamically at runtime®.

|
Apache HTTPD

Figure 2 Apache software architecture overview (Kew 2007, p. 22)

The two most important parts of the architecture are the Apache Portable Runtime
(APR) library and the Multi-Processing Module (MPM).

The APR provides a standard application programming interface (API) for the core of
the Apache so that developers don’'t need to care about operating system calls like
accessing files and memory management for example®. According to the Apache
Software Foundation (ASF) “The mission of the Apache Portable Runtime (APR)
project is to create and maintain software libraries that provide a predictable and
consistent interface to underlying platform-specific implementations. The primary goal
Is to provide an API to which software developers may code and be assured of
predictable if not identical behavior regardless of the platform on which their software
is built, relieving them of the need to code special-case conditions to work around or

take advantage of platform-specific deficiencies or features.”.

* Kew (2007), p. 21
® Wolfgarten (2003), p. 19
® http://apr.apache.org/ (2010-01-24).
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The Apache Webserver

The APR maintained by the ASF is not only used for the webserver. It is also used for
other Open Source projects like Tomcat’, an open source software implementation of
the Java Servlet, and JavaServer Pages technologies or Subversion®, an open

source version control system for software development.

The MPM is used to optimize Apache for the underlying operating system so that
incoming requests are mapped onto an execution primitive which could be either a
process or a thread depending on the operating system. For this reason it is the only
module talking directly to the operating system. Any other module uses the APR for

communication with the operating system.

To really understand the need for MPMs, it is important to look at how the former
versions of Apache (up to version 1.3) are working. These versions are pre-forking
servers, meaning that when Apache is started the original process forks a specified
number of copies of itself, which actually handle the requests. As more requests
come in, more copies are forked. The original process doesn't actually do anything
other than monitor the new processes to make sure there are enough of them. This
model works well on Unix variants and most mainframes but it doesn't work as well
on Windows. The original support for Windows actually re-wrote the section of code
that created the child processes. On Windows this section created just one child
process, which then had multiple threads to serve the requests.

Apache 2 now supports three different kinds of MPM. Some of them are used as a
default for the underlying operating systems (shown in brackets): °
e Process based
MPM module: prefork (Unix) and beos (BeOS)
e Thread based
MPM module: mpm_netware (Netware) and mpm_winnt (Microsoft)
e Hybrid mode which is a mixture of process - and thread based
MPM module: worker, event and mpmt_0OS2 (0S2)

” http://tomcat.apache.org/ (2010-01-24)
8 http://subversion.tigris.org/ (2010-01-24)
° Wolfgarten 2003, p. 19; http://httpd.apache.org/docs/2.2/en/mpm.html (2010-01-24)
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Each of these MPMs has strengths and weaknesses. For example, the process
based MPM will be more robust than the hybrid MPMs on the same platform. The
reason for this is quite simple: if a child process terminates unexpectedly,
connections will be lost. How many connections are lost is up to which MPM is used.
If the process based MPM is used, one connection will be lost. If a thread based
MPM is used, no more than 1/n connections, where n is the number of child
processes used, will be lost. If the hybrid based MPM is used, the number of lost
connections will depend on the OS the server is being run on.

However, the trade-off in robustness comes at a price: scalability. The process based
MPM is the least scalable MPM, followed by thread based, and then hybrid. Which
MPM is used will depend on what the site requires. If a given site must use a lot of
third-party nontrusted modules, then that site should use the process based MPM
because if the module is unstable, it will affect the site the least. However if all a site
is going to do is serve static web pages and doesn't require any modules but will
need to serve thousands of hits per second, then the hybrid based MPM is probably

the correct choice®.

2.2.2 Operation

Apache operation consists of two phases:
e Startup phase
e Operational phase
Actually there is no shutdown phase for Apache 2. Everything that needs to be done

is registered as a cleanup and run when the application stops™*.

During the startup phase Apache reads and verifies the configuration files. The main
configuration file of the Apache web server is a plain text file called httpd.conf. Be
careful: This is just a convention. There are binary distribution available (like for
Debian GNUY/Linux) which are using totally different conventions.

Further actions include loading modules, open network connection, and initialize

system resources such as log-files, shared memory segments **

10 http://www.serverwatch.com/news/article.php/10824 1129161 1/An-Introduction-to-Apache-20.htm
(2010-01-24)

1 Kew (2007), p. 26).

12 Kew (2007) p. 22; Ford (2008), p. 2
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During this time Apache runs as a single-process, single-thread program and has full
system privileges.

Before entering the operational phase Apache relinquishes its system privileges. This
basic security measure helps to prevent a simple bug in the software or a module
from becoming a very dangerous system vulnerability like seen with “Code Red” or

“Nimda” on the Microsoft 11S*2.

At the end of the startup phase the control is passed to the MPM which handles

Apache’s operation at system level.

Once Apache has entered its operational state the child processes or threads will

accept external connections.

2.3 Apache2 Basic Concepts and Structures

When it comes to system programming with Apache you need to know more about
the core objects and some the basic concept of “Pools” which are used to represent

the operation within the webserver.

2.3.1 Basic concept: Pools

APR pools are a main part of the Apache application design and are a grouped
collection of resources (i.e., file handles, memory, child programs, sockets, pipes,
and so on) that are released when the pool is destroyed. Almost all resources used
within Apache reside in pools, and if you don’t want to use them you should really be

very careful.

Pools can be hierarchically structured (Pool - Subpool - Subsubpool and so on).
Another interesting feature of pool resources is that many of them can be released
only by destroying the pool. When a pool is destroyed, all its subpools are destroyed
with it.

13 Kew (2007) p. 22
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During the startup phase Apache creates a pool from which all others are derived.
Configuration information is held in this pool (so it is destroyed and created new
when the server is restarted).

The next level of pools is created for each connection Apache receives and is
destroyed when the connection ends. A connection can span several requests and a

new pool is created (and destroyed) for each request.

In the process of handling a request, various modules create their own pools, and
some also create subrequests, which are processed like real requests. Each of these
pools can be accessed through the corresponding structures (i.e., the connect

structure, the request structure, and so on).

Is there a reason for not using pools?

For sure there is. In Apache prior to version 2 you can’t use pools when the lifetime of
the resource in question is bigger than the lifetime of the top pool.

“Apache 2.0 gives us both a new example and a new excuse for not using pools. The
excuse is where using a pool would cause either excessive memory consumption or
excessive amounts of pool creation and destruction, and the example is bucket
brigades (or, more accurately, buckets).”.

A bucket brigade contains a sequence of buckets which represent both data content

and metadata and are especially used in connection with filtering™.

2.3.2 Apache core objects

Basically Apache provides the following core objects™®:
e process_rec
e server_rec
e conn_rec

e request_rec

% |Laurie, Laurie (2003) p. 406
!5 http://httpd.apache.org/docs/trunk/developer/output-filters.html (2010-01-24)
18 Kew (2007) p. 29
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Figure 3 Apache core objects

2.3.2.1 process_rec

The process_rec object is considered to be more a part of the operating system than
the belonging to the actual webserver.
The main goal for this object is the handling of pools (see chapter 2.3.1 for more

details).

2.3.2.2 server_rec

This object is created during the startup phase and defines a logical webserver®’.
Since Apache is able to run “virtual hosts” (means running multiple instances of the
webserver on the same box) this object is created separately for each virtual server.

The object exists as long as the httpd daemon is running.

The server_rec object also uses only process pools maintained by the process_rec

object. It does not have any own pools®®.

2.3.2.3 conn_rec

The core objects described so far are created during the startup phase of the server
and are available even there is no work for the server.

The conn_rec object is created when a client connects to the webserver.

There is a very important difference between (http) request and a connection.

" Kew (2007) p. 35
18 Kew (2007) p. 35

Dipl.-HTL-Ing. Robert Maschek 8



The Apache Webserver

One connection can handle an amount of (means more than one) requests or more
technical — “the former is always a subcomponent of the later.”°
For this reason there can be more than one request_rec object (see chapter 2.3.2.4)

instantiated from one conn_rec object.

Mostly this object is ignored by programmers. You have to deal with it mainly when

you are writing connection-level filters or any kind of protocol module.

2.3.2.4 request_rec

The request_rec object is often called the heart and the soul of the Apache
webserver. This object deals with handling the http requests and is defined in the
httpd.h file. It is created whenever a request is accepted, stores and processes all the
relevant data for all stages of the entire request handling process (see chapter 2.4 on
page 10) and is destroyed when the request is finished. This object is passed to

every event handler implemented by any module?®.

It also includes a number of fields used internally to maintain state and client
information by the webserver needed for processing the request:**
e A request pool, for management of objects having the lifetime of the request. It
is used to manage resources allocated while processing the request.
e A vector of configuration records for static request configuration (per-directory)
e A vector of configuration records for transient data used in processing.
e Tables of http input, output, and error headers.
e A table of Apache environment variables as seen in scripting extensions and a
similar “notes” table for request data that should not be seen by scripts.
e Pointers to all other relevant objects
e Pointers to the input and output filter chains.
e The Uniform Resource Identifier (URI) requested and the internal parsed

representation of it, including the handler and filesystem mapping.

19 Kew (2007) p. 37
20 Kew (2007) p. 30
L Kew (2007) p. 30
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2.4 HTTP Request handling

2.4.1 Introduction

Now we know about the core objects making the webserver up and running. So it is
time to deal with the real “business” of such a server: Processing http requests from

clients.

At this stage we assume that the needed Transmission Control Protocol (TCP)
connection between the client and the server is already established.

Apache splits the request handling in different phases.

Data

Axis
R
N T
T _ Output
/"'_ _"\>._}__.-f"" Filtars
NS
accept 2 N /0 N /7 N commt |7 T Processi
F'E:::II:LEI.QST _K\__ _/"_'\_x_ _//'_"\__ __/'__Geﬂngre:t-lor__"\ng"i?D_’ miiissmg

N\ /L

Metadata Processing

= Input
-~ Filtars

Figure 4 Apache 2 request handling **

The “Processing Axis” describes the basic operation of a webserver.

After accepting the request during the “Metadata Processing” phase processes like
checking user authentication or processing of the Uniform Resource Identifier (URI)
mapping take place.

As soon as this is finished it comes to the “Content Generation” phase. Here the
server “creates” the webpage. By default it sends a file from the local disk.

Before returning to the client the request passes the “Logging” phase where the

logfiles are written.

22 Kew (2007) p. 47
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Apache 2 implemented a new concept: The filter chain was introduced and is
represented by the “Data Axis” in Figure 4. The reason for this was to enable a much
cleaner and more efficient data processing after or prior to reach the content
generator.

Filter might be used especially for modules that have both data inputs and outputs
like transforming Extensible Markup Language (XML) pages using the Extensible
Stylesheet Language Transformation (XSLT)?. In this case “Content handlers
requiring XSLT can simply output the XML as is, and leave the transformation to

Apache.”®,

A detailed view of the request handling process is shown in Figure 5.

23 http://en.wikipedia.org/wiki/XSL _Transformation (2010-01-24)
4 Kew (2007) p. 48
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%% Grone et.al (2004), p. 83
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2.4.2 Hooks for requests

The interaction between modules and the webserver is done using hooks.

A hook is a point at which a module can request to be called. Each hook specifies a
function prototype, and each module can specify functions that get called at the
appropriate moment. “When the moment arrives, the provider of the hook calls all the
functions in order. It may terminate when particular values are returned — the hook
functions can return either "declined" or "ok" or an error. In the first case all functions
are called until an error is returned (if one occurs, of course); in the second case

functions are called until either an error or "ok" is returned.”?.

Enclosed a list of standard hooks for request processing 2’

e post_read_request: This is the first hook available to modules in normal
request processing.

e translate_name: Apache maps the request Uniform Resource Locator ( URL)
to the filesystem. A module can insert a hook here to substitute its own logic.

e header_parser: This hook inspects the request headers. It is rarely used, as
modules can perform that task at any point in the request processing, and they
usually do so within the context of another hook.

e access_checker: Apache checks whether access to the requested resource is
permitted according to the server configuration (httpd.conf).

e check_user_id: If any authentication method is in use Apache will apply the
relevant authentication and set the username field. A module may implement
an authentication method with this hook.

e auth_checker: This hook checks whether the requested operation is permitted
to the authenticated user.

e type_checker: This hook applies rules related to the MIME type (where
applicable) of the requested resource, and determines the content handler to
use (if not already set).

e Fixups: This general-purpose hook enables modules to run any necessary
processing after the preceding hooks but before the content generator. Like

%% |_aurie, Laurie (2003) p. 418
2T Kew (2007) p. 44
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the post_read_request it is something of a catch-all, and is one of the most
commonly used hooks.

e Handler: This is the content generator hook. It is responsible for sending an
appropriate response to the client. If there are input data, the handler is also
responsible for reading them. Unlike the other hooks, where zero or many
functions may be involved in processing a request, every request is processed
by exactly one handler.

e log_transaction: This hook logs the transaction after the response has been

returned to the client. A module may modify or replace Apache’s standard
logging.

Dipl.-HTL-Ing. Robert Maschek 14
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3 Mod_ooRexx

3.1 Introduction

One of the great things of the Apache webserver is its modularity. If it does not do

what you want or is not capable to do so you can change it by adding a module.

This also happened to include the Open source scripting language REXX into the

Apache webserver by using the module mod_rexx.

A brief history: In the mid 1990s IBM offered a product called Object REXX.

In 2004 Object REXX was transferred from IBM to the Rexx Language Association
(RexxLA) and became an open-source project named Open Object REXX or
00REXX®,

REXX and 00REXX are compatible. This means that REXX scripts work with
00REXX (normally) without changes. Just to make sure: The other way round is only
possible as long as you don’t use object orientation.

This helps protecting investment in old traditional REXX code whereas new

developments can be done using the new object orient style and features.

The source code of mod_REXX has been rewritten to improve the performance and
to support the latest version (4.0) of ooREXX. This module will only support oo0REXX
version 4.0 and later. To show this clearly to all of us the module has been renamed

to mod_ooRexx.

Mod_ooRexx is a Dynamic Shared Object (DSO) for the Apache webserver. “These
files usually stay inside a program-specific directory and there is no automatically
established link to the executable program where they are used. Instead the

executable program manually loads the DSO at run-time.”*°.

%8 Fosdick (2005) p. 496
29 http://httpd.apache.org/docs/2.0/dso.html (2010-01-24)
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3.2 Installation of mod_ooRexx on Windows Server 2008

ATTENTION: There is a bug in the Windows thread part of ooRexx 4.0

which causes mod_ooRexx to crash.

So at the moment it is not possible to run mod_ooRexx on Windows.

3.2.1 Prerequisites

Before installing Mod_ooRexx you have to complete the following steps
e Windows Server 2008 installation (see Appendix B: Setup Virtual machines:
Window 2008 Server on page 47 for more details)
e Apache Webserver installation and customization (see Appendix D: Installing
Apache on Windows 2008 Server on page 73 for more details
e o0O0Rexx Installation (see Appendix F: Installing ooRexx on Windows Server
2008 on page 91 for more details)
If you are not using a binary distribution you will also need
e The “wget for Windows” Utility installed on your system®
e Microsoft Visual C++ 2008 installed on the system for compilation of

mod_ooRexx

3.2.2 Installation from source code

We will use the latest version of the software for the seminarpaper which can be
downloaded from the incubator directory of the sourceforge project site.

Open a DOSbox and type the following command:
E:\>"C:\Program Files\GnuWin32\bin\wget.exe" --no-check-certificate -r
-erobots=off -w 2 --limit-rate=200

https://o0orexx.svn._sourceforge.net/svnroot/oorexx/incubator/mod_oorexx

This downloads the content of the incubator website to the directory

oorexx.svn.sourceforge/svnroot/oorexx/incubator/mod_oorexx.

%9 http://gnuwin32.sourceforge.net/packages/wget.htm (2010-01-24)
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For a better handling move the created directory to a directory called mod_ooRexx

using the explorer. Open a DOSbox and switch to the directory

E:\# cd mod_oorexx

Download the Apache Source distribution for Windows (httpd-2.2.14-win32-src.zip)
and unpack it to the mod_oorexx directory. You will get a subdirectory httpd-2.2.14.

For compiling Apache you will also need a utility called AWK?! copied to the binary
directory of Microsoft Visual Studio. Usually this is C:\Program Files\Microsoft Visual
Studio 9.0\VC\bin.

Open the “Visual Studio 2008 Command Prompt” from Start / Programs / Microsoft
Visual C++ 2008 Express Edition / Visual Studio Tools.

In the command prompt issue the following commands:
C:\Programme\Microsoft Visual Studio 9.0\VC>E:
E:\>

E:\>cd mod_oorexx\http-2.2.14
E:\mod_oorexx>nmake -f Makefile.win _apacher

To prepare the final compilation process of mod_ooRexx we have to copy some files

to the expected destinations. To do this issue the commands shown below:
:\mod_oorexx>mkdir httpd-2.2.14\Release\include

:\mod_oorexx>copy httpd-2.2_.14\include\*.* httpd-
-2.14\Release\include\*_*

:\mod_oorexx>copy httpd-2.2.14\srclib\apr\include\*.* httpd-
-2_.14\Release\include

:\mod_oorexx>copy httpd-2.2._14\srclib\apr-util\include\*.* httpd-
-2.14\Release\include

:\mod_oorexx>mkdir httpd-2.2.14\Release\lib

:\mod_oorexx>copy httpd-2.2.14\srclib\apr\Release\libapr-1.1ib httpd-
-2_.14\Release\lib\

:\mod_oorexx>copy httpd-2.2_.14\Release\*_lib httpd-2.2_14\Release\lib\

m N m m N M N M NN m m

i http://cm.bell-labs.com/cm/cs/who/bwk/awk95.exe (2010-01-24)
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To start the compilation of mod_ooRexx we need to adjust the makefile to our needs.
To do so open the makefile.nt located in the mod_oorexx directory and change the

following values:

AP_PATH = "c:\Program Files\Apache Software Foundation\Apache2._2"
to
AP_PATH = "E:\mod_oorexx\httpd-2.2_14"

Depending on your ooREXX installation path you might also need to change the
RX_PATH according to your needs.

After all this steps it is time for the final compilation:

E:\mod_oorexx>rexx make_mod_oorexx.rex

Next we need to copy the binary file to the needed locations.

E:\mod_oorexx> copy bin\mod_oorexx.dll “C:\Program Files\Apache Software
Foundation\Apache2.2\modules”

3.2.3 Customization

3.2.3.1 Copy sample pages

The distribution comes with some samples which can be used for testing the system.

For this reason we will copy them to the appropriate locations.

E:\mod_oorexx> copy rspcomp\rspcomp.rex “C:\Program Files\Apache Software
Foundation\Apache2.2\bin”

E:\mod_oorexx> copy rexscripts\Apache.cls “C:\Program Files\Apache Software
Foundation\Apache2_.2”

E:\mod_oorexx> copy rexscripts\*.rex E:\htdocs\mydomain.com\pages
E:\mod_oorexx> copy rspscripts\*.rex E:\htdocs\mydomain.com\pages

3.2.3.2 Modify httpd.conf file

Last step is to edit the main configuration file httpd.conf located at C:\Program

Files\Apache Software Foundation\Apache2.2\conf

Add the following line to the end of the appropriate httpd.conf LoadModule list:

LoadModule oorexx_module modules/mod_oorexx.dll

Dipl.-HTL-Ing. Robert Maschek 18
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The following lines should be added at the end of the http.conf file
AddType application/x-httpd-rexx-script .rex .rexx

AddType application/x-httpd-rexx-rsp .rsp

#Add these for ooRexx Server Page support

RexxRspCompiler "c:/Program Files/Apache Group/Apache2/bin/rspcomp.rex"

Restart the webserver to reread the configuration file.

3.2.4 Check the installation

When accessing the test.rex script which comes with the distribution from a remote
webbrowser you should see the following page but as described at the beginning of

this chapter mod_ooRexx crashes due to a bug.

3.2.5 Installation from a binary distribution

At the moment there is no binary distribution available.
3.3 Installation of Mod_ooRexx on Fedora 12

3.3.1 Prerequisites

Before installing Mod_ooRexx complete the following steps
e Fedora 12 installation (see Appendix C: Setup Virtual machines: Fedora 12 on
page 58 for more details)
e Apache Webserver installation and customization (see Appendix E: Installing
Apache on Fedora 12 on page 82 for more details
e o0ORexx installed (see Appendix G: Installing ooRexx on Fedora 12 on page 98

for more details)

3.3.2 Installation

Like the windows version we will use the latest version of the software and download

it from the incubator directory of the sourceforge project site.

[mod_rexx@www ~]$ su
Password: *****
[root@www mod_rexx]# wget -r -erobots=off —w 2 --limit-rate=20

https://o0orexx.svn._sourceforge.net/svnroot/oorexx/incubator/mod_oorexx
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This downloads the content of the incubator website to the directory

oorexx.svn.sourceforge/svnroot/oorexx/incubator/mod_oorexx.

For a better handling move the created directory to a directory called mod_oorexx

and switch to this directory
[root@www mod_rexx]# mv

oorexx.svn.sourceforge/svnroot/oorexx/incubator/mod_oorexx mod_oorexx

[root@www mod_rexx]# cd mod_oorexx

Prior to compilation and installation we need to adjust the makefile.linux according to
our needs. Open the file in your favorite editor and change

INCLUDES = -1/usr/include/httpd —1/usr/include/apr-1

to

INCLUDES = -1/usr/local/apache2/include

Save the file.

Create the binaries by issuing the following command.

root@www mod_oorexx]# rexx make mod_oorexx.rex

Next we need to copy the files to the needed locations.

[root@www mod_oorexx]# cp bin/mod_oorexx.so Zusr/local/apache2/modules
[root@www mod_oorexx]# cp rexx.conf Zusr/local/apache2/conf/

[root@www mod_oorexx]# cp rspcomp/rspcomp.rex /usr/local/apache2/bin
[root@www mod_oorexx]# cp rexscripts/Apache.cls /usr/bin
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3.3.3 Customization

3.3.3.1 Copy sample pages

The distribution comes with some samples which can be used for testing the system.

For this reason we will copy them to the appropriate locations.

[root@www mod_oorexx]# mkdir /var/htdocs/mydomain.com/scripts

[root@www mod_oorexx]# cp rspscripts/*.rsp
/var/htdocs/mydomain.com/scripts/

[root@www mod_oorexx]# cp rexscripts/test.rex
/var/htdocs/mydomain.com/pages/

[root@www mod_oorexx]# cp rexscripts/otestl.rex
/var/htdocs/mydomain.com/pages/

[root@www mod_oorexx]# cp rexscripts/footer.rex
/var/htdocs/mydomain.com/pages/

[root@www mod_oorexx]# cp rexscripts/access.rex

/var/htdocs/mydomain.com/pages/

3.3.3.2 Modify rexx.conf file

For including RSP (Rexx Server Pages) we need to adjust the compiler parameter in

the configuration file rexx.conf.

To do so move to the Apache server configuration directory by issuing the following

command.

[root@www mod_oorexx]# cd /Zusr/local/apache2/conf

Open the file rexx.conf in your favorite editor and change the following lines in the
section Rexx Server Page Support:

RexxRspCompiler "/usr/bin/rspcomp.rex"

to

RexxRspCompiler "/usr/local/apache2/bin/rspcomp.rex"

3.3.3.3 Include RSP support in the Apache main configuration file

Open the file httpd.conf in the configuration directory of the Apache webserver

(/usr/local/apache2/conf/) and append the following lines:
# Mod_ooRexx support
Include conf/rexx.conf
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3.3.3.4 Modifying selinux configuration

Fedora 12 comes with the Security-Enhanced Linux enabled by default.

“Security-Enhanced Linux (SELinux) is a Linux feature that provides a mechanism for
supporting access control security policies, including U.S. Department of Defense
style mandatory access controls, through the use of Linux Security Modules (LSM) in

the Linux kernel.”%?

We need to change the SELinux security context of the mod_oorexx.so file.
Otherwise Apache won't be able to start with error message similar to the one shown

below:

[root@www bin]# ./apachectl start

httpd: Syntax error on line 414 of /usr/local/apache2/conf/httpd.conf:
Syntax error on line 16 of /usr/local/apache2/conf/rexx.conf: Cannot load
/usr/local/apache2/modules/mod_oorexx.so into server:
/usr/local/apache2/modules/mod_oorexx.so: cannot restore segment prot after

reloc: Permission denied

To do so issue the following command:
[root@www bin]# chcon -t textrel _shlib_t
"/usr/local/apache2/modules/mod_oorexx.so’

3.3.4 Check the installation

When accessing the test.rex script included in the distribution from remote ebbrowser

you should see the following page.

- e R ———

Sample HTML Page From Rexx

Figure 6 Mod_ooRexx Installation — Finished installation

%2 http://en.wikipedia.org/wiki/Selinux (2010-01-24)
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4 Examples

4.1 Introduction

The following section should show you some example of scripts using ooREXX and
mod_ooREXX which have been developed by “playing” around during the creation of

this seminar paper.

Some further description is included as well.

4.2 Hello World — A different way

As usual when starting to learn a programming language the first program developed
is the “Hello World” example. In our case | have used a little bit more sophisticated

version - drawing an equilateral triangle with sizes based on user input.

4.2.1 Sample 01: The “quick and dirty” version

For the first example we just add the code to the script.

1: 7/ /

2: /* Draw a equilateral triangle */

3: /* (c)2010 Robert Maschek */

4: / /

5:

6: /* Apache return codes used */

7: OK =0 /* Module has handled this stage. */
8:

9: /* get the Apache request record pointer */

10: r = arg(l)

12: /* set content-type and send the HTTP header */
13: CALL WWWSendHTTPHeader r,

15: /* start sending the html page */
16: SAY

17: SAY

18: SAY

19: SAY

20: SAY

21: SAY

22: SAY

24: SAY
25: SAY
26: SAY
27: SAY
28: SAY
29: SAY

31: CALL WWWGetArgs r
32: IF wwwargs.0 > O THEN DO

33: numberChar=wwwargs.1.!value
34: SAY numberChar
35:
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36: /* We need an uneven number to draw a triangle */
37: IF (numberChar//2) == 0 THEN numberChar = numberChar + 1

39: SAY
40: SAY

42: /* Draw hypotenuse */

43: DO numberChar

44: SAY

45: END

46: SAY /* adds the carriage return at EOL*/

48: /* Draws the triangle */

49: DO a = 1 TO numberChar/2

50: /* left side */

51: DO b =1T0 a

52: SAY

53: END

54: SAY

55: /* right side */

56: DO ¢ = 1 TO numberChar - (2 * b)
57: SAY

58: END

59: IF ¢ <> 1 THEN /* This is needed to draw the tip */
60: DO

61: SAY

62: SAY

63: END

64: END

65: SAY

66: END

67: SAY

68: SAY

69: SAY wwwserver_software
70: SAY

72: RETURN OK

Figure 7 Sample 01: equilateral triangle — the simplest way — source code (Sample01.rex)

Detailed description:

At the beginning of the script (line 6 and 7) there is the definition of the return codes
when the script ends. In our case we just need the one even there are a few more
available. The webserver uses these returncodes to continue with its operation. For
example it is used to distinguish between different error messages being displayed
on the browser (like 404 - not found).

The next two steps are taking the Apache request record pointer (line 9) and sending
back the http header (line 12) to the browser. Please keep in mind that the last call

has to be in the script.

The other Call statement that has to be in your script is shown in line 32. Using this

function we return the GET/POST request arguments.

The script is actually processed twice:
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e During the first run we just show the first part of the homepage. Since there is
no number (argument) entered wwwargs.0 is also 0. This changes once we
entered a number and the [Start to Draw] button is pressed.

e After pressing the button the script is executed for the second time. Now there
is a value in the wwwargs.0 (not 0) so that we can really start to draw.

The other parts of the source code are pretty simple.
The start is to check whether an uneven number was entered (line 38). Since we use
characters for the drawing we can't split one of them. That is the reason for the need

of an uneven number. If an even number was entered we just add one to it.

Line 40 and 41 just set the font and the color for the triangle.
Between line 49 and 65 we are actually drawing the triangle using some loops. The
only piece to mention is that we need to use a non breaking space (&nbsp) to get to

the needed points. Otherwise the leading spaces will be removed automatically.

Finally we add a footer line (line 70) which displays some information about the
server.

The result is shown below.

£ My finst HTML Page From Rexx - Telskom Austria EER

[ L] (e e ke A o
ool Dewbsten Anscht Favorken Dibnas ©

Fuvoriens | g8 My first HTHL Page From ..
My first HTML Page From Rexx
Let us draw a equilateral triangle

Ener numsber of characters
Startto diaw
Numnber of characters: 15

Figure 8 Sample 01: equilateral triangle — the simplest way — the result
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4.2.2 Sample 02: Using routines and procedures

As a first improvement we structure the sourcecode using procedures, functions and
routines.

The main difference between procedures and functions in ooREXX is that “functions
can return a value (“functionvalue”) to the caller via the RETURN-statement™?
whereas a procedure is just a “grouping of statements which repeatedly get executed
by different parts in a program”*.

Routines are handled like external procedures/functions. This means a routine is
more or less like running a program in the program.

They represent procedures and functions and after a successful syntax check they
are made available in the scope of the program itself, and in addition in all

superordinate (calling) programs, if the keyword PUBLIC is given®°.

/ /
/* Draw a equilateral triangle */
/* with Procedures and Routines */
/* (c)2010 Robert Maschek */
/ /

/* Apache return codes used */
OK =0 /* Module has handled this stage. */

OCO~NOUTAWNPE

10: /* get the Apache request record ptr */
11: r = arg(1)

13: /* set content-type and send the HTTP header */
14: CALL WWWSendHTTPHeader r,

16: /* start sending the html page */

18: SAY
19: SAY
20: SAY
21: SAY
22: SAY

23: SAY
24: SAY

26: SAY
27: SAY
28: SAY
29: SAY
30: SAY
31: SAY

33: CALL WWWGetArgs r
34: IF wwwargs.-0 > O THEN DO

35:

36: numberChar=wwwargs.1.!value

37: SAY NumberChar

38:

39: /* We need an uneven number to draw a triangle */

% Flatscher (2009a) p. 5
% Flatscher (2009a) p. 3
% Flatscher (2009b) p. 16
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40: IF (numberChar//2) == 0 THEN numberChar = numberChar + 1

42: SAY
43:  SAY

45: /* Draw hypotenuse */
46: CALL DRAW_HYPOTENUSE

48: /* Draws the triangle */

49: DO a = 1 TO numberChar/2

50: CALL DRAW_LEFT_SIDE

51: /* right side */

52: CALL DRAW_RIGHT_SIDE

53: IF ¢ <> 1 THEN CALL DRAW TIP /* needed to draw the tip */
54: END

55: SAY

56: END

57: SAY

58: SAY

59: SAY -~ wwwserver_software
60: SAY

61: RETURN OK

62: / /

63: /* Procedures/Functions */

64: / /

65: DRAW_HYPOTENUSE:

66: DO numberChar

67: SAY

68: END

69: SAY /* adds the carriage return at the end of the line */
70: RETURN

72: DRAW_LEFT_SIDE:
73: D0 b =1 70 a
74: SAY

75: END

761 SAY

77: RETURN

79: DRAW_RIGHT_SIDE:

80: DO ¢ = 1 TO numberChar - (2 * b)
81: SAY

82: END

83: RETURN

851 [rxFFFkkkkkkkk [

86: /* Routines */

87 2 [FFFFKKKKIAIK [

88: :: ROUTINE DRAW_TIP PUBLIC
89: SAY
90: SAY
92: EXIT O
Figure 9 Sample 02: equilateral triangle — using routines and procedures — source code

(Sample02.rex)

Detailed description:

The behavior of the program is the same as described in section 4.2.1 on page 23.

We have taken out often used parts from the sourcecode and placed them into the
procedures and routines after the final Return statement in line 62.
They are used with the Call statement (line 47, 51 and 53).

In our case there is also no return value from the procedures.
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The result is shown below.

My second HTML Page From Rexx
Let us draw a equilateral triangle
({Now we add routines and procedures)

Enter number of chaacters.
[ Sarndaw |

Number of characters: 15

Figure 10 Sample 02: equilateral triangle — using routines and procedures — the result

4.2.3 Sample 03: Using Rexx Server Pages (RSP), Cascading Style
Sheets (CSS) and Frames

Rexx Server Pages are dynamic webpages using server side scripting similar to Java
Server Pages (JSP), Active Server Pages (ASP) or PHP for example. For this we
place normal REXX statements in the HTML code. These statements are executed

on the webserver at run time and the result is delivered to the client.

<HTML>
<HEAD>
<TITLE> </TITLE>
</HEAD>
<FRAMESET ROWS= >
<FRAME Name= SRC= >
<FRAME Name= SRC= >
</FRAMESET>
</HTML>

OCO~NOURAWNPE

Figure 11 Sample 03: equilateral triangle — using RSP and CSS — source code (Sample03.html)

This is the HTML code for the main page. In our case the main page just provides the

“Frame” for the frames.

1: hl { collor: indigo;

2: text-align:left;

3: font-family: Arial,sans-serif;
4: font-size: ;

5:

6: body { background-color: lightblue;
7: font-family: Arial,sans-serif;
8: font-size: :

9: }

10: p-.blue { color: ;

11: font-family: Courier;

12: font-weight: bold;

13: }
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14: p.footer { color:

15: text-align:left;

16: font-family: Arial,sans-serif;
17: font-size:

18: }

Figure 12 Sample 03: equilateral triangle — using RSP, CSS and frames — source code (Samples.css)

A CSS is a style sheet used to describe the presentation semantics (that is, the look
and formatting) of a document written in a markup language®. The advantage of
CSS is that webpages stay consistent over the entire website and the design can be

changed very easy.

1: <HTML>

2: <HEAD>

3: <TITLE> </TITLE>

4: <LINK REL TYPE= HREF= >

5: </HEAD>

1:

2: <BODY>

3: <H1><U> </U></H1>

4: Let us draw a equilateral triangle.<BR>

5: (Now we add Cascading Style sheets and Frames. So we have to use RSP.)<BR>
6: <FORM method= action= target= >
7: Enter number of characters:

8: <INPUT type= name= size= >

9: <BR>

10: <INPUT type= value= >

11: </FORM>

12: </BODY>

13: </HTML>

Figure 13 Sample 03: equilateral triangle — using RSP, CSS and frames — source code
(Sample03_Top.html)

Detailed description:

The Top frame states only plain HTML covering the input of the amount of
characters. After pressing the [Start to draw] button (line 10) the
Sample03_Bottom.rsp page is called from the webserver and displayed in the Bottom

frame according to the FORM instruction in line 6.

1: <HTML>

2: <HEAD>

3: <LINK REL TYPE= HREF= >
4: </HEAD>

5:

6: <BODY>

7: <SCRIPT type="rexx'>

8: /* Apache return codes used*/

9: OK =0 /* Module has handled this stage. */

10:

11: IF wwwargs.0 > 0 THEN DO

12: numberChar=wwwargs.2.!value

13: SAY NumberChar

14:

15: /* We need an uneven number to draw a triangle */
16: IF (numberChar//2) == 0 THEN numberChar = numberChar + 1
17:

18: SAY

% http://en.wikipedia.org/wiki/Cascading_Style Sheets (2010-01-24)
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19: /* Draw hypotenuse */

20: CALL DRAW_HYPOTENUSE

21: /* Draws the triangle */
22: DO a = 1 TO numberChar/2
23: CALL DRAW_LEFT_SIDE
24: /* right side */
25: CALL DRAW_RIGHT_SIDE
26: IF ¢ <> 1 THEN CALL DRAW_TIP /*Needed to draw tip*/
27: END

28: SAY

29: END

30:

31: SAY wwwserver_software
32: RETURN OK

33:

34: / /

35: /* Procedures/Functions */

36: / /

37: DRAW_HYPOTENUSE :

38: DO numberChar

39: SAY

40: END

41: SAY /* adds the carriage return at the eol */
42: RETURN

43:

44: DRAW_LEFT_SIDE:

45: DO b =1 TO a

46: SAY

47 : END

48: SAY

49: RETURN

50:

51: DRAW_RIGHT_SIDE:

52: DO ¢ = 1 TO numberChar - (2 * b)
53: SAY

54: END

55: RETURN

56:

58: /* Routines */

60: 22 ROUTINE DRAW_TIP PUBLIC

61: SAY

62: SAY

63:

64: EXIT O

65: </SCRIPT>

66: </HTML>

Figure 14 Sample 03: equilateral triangle — using RSP, CSS and frames — source code
(Sample03_Bottom.rsp)

Detailed description:

Now we are calling a page from the webserver ending with .rsp. From the directive
“AddType application/x-httpd-rexx-rsp .rsp” placed in the rexx.conf file the server
knows that this page includes server side scripting and needs to be executed in a

proper way.

When such a request is made it is processed in four stages by Mod_ooRexx and a
ooRexx program/script (the RSP compiler. See the directive RexxRspCompiler in the

rexx.conf file ).
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Mod_ooRexx creates a temporary file for the compiled version of the RSP file.
2. RSPCOMP.REX (the RSP compiler) is called to compile the RSP file into a

real ooRexx program and place it in the temporary file.

Mod_ooRexx calls the newly created ooRexx program.

Mod_ooRexx removes the temporary file.

The execution of the sourcecode is similar to Sample 02: Using routines and
procedures on page 26.

The result is shown below.

Favrten | b thad WV P o - T

My third HTML Page From Rexx

Lt us draw a equikiteral ianghe.
(Now we add Cascading Style sheets and Frames. S we have 1o use RSP.)

Enter number of characiers: >

[ Statio dw_|

Number of characters: 15

Figure 15 Sample 03: equilateral triangle — using RSP and CSS — the result

4.2.4 Sample 04: Using Object Oriented Programming

Since “Open Object Rexx is a fully object-oriented superset of standard Rexx"*’

why
not to use it?
“Open Object Rexx is a powerful, object-oriented language that retains the ease of
use of classic Rexx. The product lies at the intersection of three of today's key
software trends:

e High-level scripting

e Object-oriented programming

e Open-source software™®

For this reason we have updated the program to use OO technology.

%" Fosdick (2005) p. 459
¥ Fosdick (2005) p. 473
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/ /
/* Draw a equilateral triangle */
/* with Procedures and Routines */
/* (c)2010 Robert Maschek */
/ /

/* Apache return codes used */
OK =0 /* Module has handled this stage. */

OCO~NOUAWNPE

10: /* get the Apache request record ptr */
11: r = arg(l)

13: /* set content-type and send the HTTP header */
14: CALL WWWSendHTTPHeader r, "text/html"

16: /* start sending the html page */

17: SAY "<HTML=>"

18: SAY "<HEAD=>"

19: SAY “<TITLE>My Fourth HTML Page From Rexx</TITLE>"
20: SAY "</HEAD=>"

21: SAY "<BODY="

22:

23: SAY "<H1><FONT SIZE="5" FACE="Arial' COLOR="RED'><U>My fourth HTML Page From
Rexx</U></FONT><BR>"

24: SAY "<FONT SIZE="3" FACE="Arial'>Let us draw a equilateral triangle<BR>"

25: SAY "(Now we add Object Oriented Programming)</FONT></H1>"

26:

27: SAY "<FORM method="post™ action="./Sample04._rex'>"
28: SAY "<P>Enter number of characters: *

29: SAY “<INPUT type="text" name="visibletext" size="5">"
30: SAY "<BR>"

31: SAY "<INPUT type="submit" value="Start to draw'>"

32: SAY "</FORM="

34: CALL WWWGetArgs r
35: IF wwwargs.0 > O THEN DO

36:

37: numberChar=wwwargs.1.!value

38: SAY “<P=Number of characters: “NumberChar”</P>"
39:

40: /* We need an uneven number to draw a triangle */
41: IF (numberChar//2) == 0 THEN numberChar = numberChar + 1
42:

43: SAY "<FONT SI1ZE=3 FACE=courier COLOR=blue>*

44: SAY "<B>"

45:

46: /* Instantiate new object */

47: trianglel = _triangle~New(numberChar)

48:

49: /* Draw hypotenuse */

50: trianglel~~draw_hypotenuse()

51:

52: /* Draws the triangle */

53: trianglel~~draw_triangle()

54: SAY “</font> </b>"

55: END

56: SAY “</BODY="
57: SAY "<BR><BR>"
58: SAY "<FONT SIZE="1">Running on: “wwwserver_software </FONT>"
59: SAY "</HTML>"

61: RETURN OK

64: /* Classes */

G5z [FxFFFF KKKk [

66: ::CLASS triangle

67:

68: ::METHOD init

69: EXPOSE numberChar

70: USE ARG numberChar

71:

72: ::METHOD numberChar ATTRIBUTE
73:
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74: / /
75: /* Start of methods */
76: / /

77: ::METHOD draw_hypotenuse
78: /* Draws the hypotenuse of the triangle */

79: DO ~numberChar

80: SAY

81: END

82: SAY /* adds the carriage return at eol */
83:

84; I IMETHOD draw_triangle
85: /* Draws the other two sides of the triangle */

86: DO a =1 TO ~numberChar/2

87: /* left side */

88: DO b =1T0 a

89: SAY

90: END

91: SAY

92: /* right side */

93: DO c =1 T0O ~numberChar - (2 * b)
94: SAY

95: END

96: IF ¢ <> 1 THEN /* Needed to draw the tip */
97: DO

98: SAY

99: SAY

100: END

101: END

Figure 16 Sample 04: equilateral triangle — using Objects — source code (Sample04.rex)

Detailed description:

Up to line 46 the sourcecode is similar to the examples shown before.
Line 47 instantiates a new object of the class “triangle” and in line 50 and 53 we call
the methods of the class.

The class consists of two methods:
e draw_hypotenuse: Draws the hypotenuse of the triangle.

e draw_triangle: Draws the other two sides of the triangle.

The result is shown below.

aaaaa 40| My Fourth HTM P Fro

My fourth HTML Page From Rexx
Let us draw a equilateral triangle
Mow we add Object Oriented Programming.

Enter mamber of characters:
Stario draw_|
Nussber of characters: 15

Figure 17 Sample 04: equilateral triangle — using Objects — the result
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4.3 Using ooREXX to control access to the server

The usage 00REXX for Apache is not limited to create webpages. It is also possible

to use it for controlling or changing the behavior of the Apache webserver.

4.3.1 Sample 05: Our standard for the Browser is Internet Explorer 8

One of the common problems within a corporate infrastructure is the enforcement of
standards. In our case we want to deny the access to the webserver for all other

browsers than our standard.

The sourcecode shown in Figure 18 is able to do this.

1: / /
2: /* Check Browser for MSIE and Version 8.0 */
3: /* (c)2010 Robert Maschek */
4: / /
5: /* Apache return codes used */
6: OK =0 /* Module has handled this stage. */
7: FORBIDDEN = 403 /* Display an Error 403 webpage */
8:
9: /* get the Apache request record ptr */
10: r = arg(1)
11:
12: /* Extract the needed information */
13: PARSE VAR wwwhttp_user_agent part_ 1 part_2
14: PARSE VAR part_2 before after
15:
16: IF before = 8.0 then DO
17: /* MSIE 8.0 used */
18: CALL WwWLoglInfo r,
wwwscript_name
19: END
20: ELSE DO
21: /* other browser used */
22: CALL WwwWLogWarning r,
wwwscript_name
23: RETURN FORBIDDEN
24: END
25:
26: RETURN OK

Figure 18 Sample 05: Check Browser type and version (check_browser_and_version.rex)

Detailed description:

The program takes the Apache request record pointer (line 10) and extracts the
needed information from the variable wwwhttp_user_agent. If we are using the
corporate standard the content of wwwhttp user _agent must be “Mozilla/4.0
(compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; Mozilla/4.0 (compatible; MSIE
6.0; Windows NT 5.1; SV1) ; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.04506.648; InfoPath.2; .NET CLR 3.0.4506.2152; .NET
CLR 3.5.30729; AskTB5.5)". Line 13 extracts the part on the right side from the first
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occurrence of the string MSIE and the result is used in line 14 to extract the version
number.

The next step is to check the values (line 16) and place either a success message
(line 18) or an error message (line 22) in the Apache error logfile.

If there is an error (means using the wrong browser) we will also RETURN the value
403 (line 23) which results in displaying the 403 Error page (You don't have

permission to access...) from the Apache webserver.

To arm this program we need to place a directive in the main configuration file

(httpd.conf) as shown below.

# Directives for Sample 05

<Directory "'/var/htdocs/mydomain.com/pages/sample05">
RexxAccessHandler
"/var/htdocs/mydomain.com/scripts/check_browser_and_version.rex"

</Directory>

Figure 19 Apache configuration directive for checking webbrowser and version

Once everything is up and running it will lead to the following result when requesting

a webpage when using the wrong browser ...

¥ 403 Forbidden, - Mozilla Firefox

Datei Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hife

- et [ httpff192.168.174, 138 sample05 S amplens. html o - - ¥
|| 403 Forbidden + -
Forbidden
Tou don't have permission to access fsample05/Sample05 htral on this server.

Fertig

Figure 20 Check Browser and version: Wrong browser used

... and the following entry to the Apache error logfile
[Sat Jan 23 01:55:58 2010] [warn] [client 192.168.174.1] Check Browser:
Wrong browser or version (requested:/sample05/SampleO5._html

When using the standard browser the following webpage will be displayed ...
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£ My fifth HTML Page From Rexx - Telekom Austria

BEE

G o B hepuiioz.ies... (8| B[] X | £ o L~

Datei Bearbeiten  Ansicht  Favoriten Extras ?

»

5.7 Favoriten (€ My Fifth HTML Page From ... ‘.‘3?? = | r,é1 - Seite ~  Sicherheit -

My fifth HTML Page From Rexx

You will only see this page with the right browser installed on your system.

frertia € Internet éy v ®ioom -~

Figure 21 Check Browser and version: Successful tested

... and the following entries placed in the Apache error logfile

[Mon Jan 04 00:23:54 2010] [info] [client 192.168.174.1] Check Browser: IE8
and version checked o.k. (requested:/sample05/Sample05.html)

[Mon Jan 04 00:23:54 2010] [info] [client 192.168.174.1] Check Browser: 1ES8
and version checked o.k. (requested:/sampleO5/Samples.css), referer:
http://192.168.174.137/sample05/Sample05._htm

4.3.2 Sample 06: Access only for members of our IP-subnet

Today companies live in globalized “internal world”. So there is a good reason to
protect your data. We want to do this by limiting access to the webserver to people

residing in the same IP-subnet as the server is.

The following code takes the ip-address from the server, calculates subnet- and
broadcast address and checks that the ip-address from the requestor is in that range.

1: 7/ /

2: /* Provide ACL based on IP-addresses and Subnetmask */

3: /* (c)2010 Robert Maschek */

4: / /

5: /* Apache return codes used */

6: OK =0 /* Module has handled this stage. */
7: FORBIDDEN = 403 /* Display an Error 403 page */

8: INT_ERROR = 500 /* Display an Error 500 page */

9:

10: /* get the Apache request record ptr */
11: r = arg(1)

13: /* Create entity */
14: ipcalculationl = ~NEWQ)

16: /* Setup net ip-address and the subnetmask which are allowed */
17: serverip=
18: subnetmask=

19:

20: PARSE VAR serverip ipl ip2 ip3 ip4

21: PARSE VAR subnetmask snl sn2 sn3 sn4

22:

23: /* Calculate SubnetlID */

24: ipcalculationl~~binarycalculation(ipl, snl, )
25: subnetidl = ipcalculationl~netaddrd

26: ipcalculationl~~binarycalculation(ip2, sn2, )
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27: subnetidl = subnetidl |] ipcalculationl~netaddrd

28: ipcalculationl~~binarycalculation(ip3, sn3, )
29: subnetid2 = ipcalculationl~netaddrd

30: ipcalculationl~~binarycalculation(ip4, sn4,

31: subnetid2 = subnetid2 || ipcalculationl~netaddrd

33: /* Calculate Broadcast Address */

34: ipcalculationl~~binarycalculation(SUBSTR(subnetidl,1,3), sni,
35: broadcastidl=ipcalculationl~netaddrd

36: ipcalculationl~~binarycalculation(SUBSTR(subnetidl,4,3), sn2,
37: broadcastidl = broadcastidl || ipcalculationl~netaddrd

38: ipcalculationl~~binarycalculation(SUBSTR(subnetid2,1,3), sn3,
39: broadcastid2 = ipcalculationl~netaddrd

40: ipcalculationl~~binarycalculation(SUBSTR(subnetid2,4,3), sn4,
41: broadcastid2 = broadcastid2 || ipcalculationl~netaddrd

v N NV

43; /* Get requestors IP-address */
44: PARSE VAR wwwremote_addr ipl ip2 ip3 ip4

46: /* Build string from ip-address */

47: ipcalculationl~~buildthreedigits(ipl)

48: requestoripl = ipcalculationl~iprebuild

49: ipcalculationl~~buildthreedigits(ip2)

50: requestoripl = requestoripl || ipcalculationl~iprebuild
51: ipcalculationl~~buildthreedigits(ip3)

52: requestorip2 = ipcalculationl~iprebuild

53: ipcalculationl~~buildthreedigits(ip4)

54: requestorip2 = requestorip2 || ipcalculationl~iprebuild

56: /* Check that ip is in the range */
57: IF (requestoripl >= subnetidl) & (requestoripl <= broadcastid) & (requestorip2 >
subnetid2) & (requestorip2 < broadcastid2) THEN DO

58: /* IP-Address in range */
59: CALL WwWLoglInfo r, wwwscript_name
60: END
61: ELSE DO
62: /* not in range --> unauthorized access */
63: CALL WwwLogWarning r,
wwwscript_name
64: RETURN FORBIDDEN
65: END
66:
67: RETURN OK
68:

(15 I Asiaiaiaiaiaiatataraney 4

70: /* Classes */

72: ::CLASS ipcalculation

73:

74: -:METHOD init

75:

76: :METHOD ip ATTRIBUTE /* Ip-Address */

77: ::METHOD subnet ATTRIBUTE /* Subnetmask */

78: ::METHOD netaddrd ATTRIBUTE /* Return value */

79: ::METHOD snbc ATTRIBUTE /* Subnet(ID) or Broadcast */
80: ::METHOD iprebuild ATTRIBUTE /* 3digit ip-address */
81:

82: / /

83: /* Start of methods */

84: / /

85: ::METHOD binarycalculation
86: /* Does all the needed binary calculations */

87: EXPOSE ip subnet netaddrd

88: USE ARG ip, subnet, snbc

89:

90: /* Calculate binary values */

91: ipb=X2B(D2X( ~ip))

92: SELECT

93: WHEN snbc= THEN

94: subnetb=X2B(D2X( ~subnet));
95: WHEN snbc= THEN

96: subnetb=X2B(D2X(255- ~subnet));
97: OTHERWISE RETURN INT_ERROR

98: END

99:

100: netaddr=
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101: /* We need to have 8Bit numbers */
102: temp=

103: DO a = 1 TO 8 - LENGTH(ipb)

104: temp=temp] |

105: END

106: ipb=temp]| | ipb

107:

108: temp=

109: DO a = 1 TO 8 - LENGTH(subnetb)
110: temp=temp] |

111: END

112: subnetb=temp| | subnetb

113:

114: /* Binary AND/ OR calculation of IP and SN */
115: DO a=1 TO 8

116: al = SUBSTR(ipb,a,1)

117: a2 = SUBSTR(subnetb,a,l)
118: SELECT

119: WHEN snbc= THEN
120: a3 = al & az2;

121: WHEN snbc= THEN
122: a3 = al | az;

123: END

124: netaddr = netaddr]||]a3

125: END

126:

127: /* Calculate decimal value */

128: netaddrd = X2D(B2X(netaddr))

129:

130: /* We need 3digit numbers */

131: temp=

132: DO a =1 TO 3 - LENGTH(netaddrd)
133: temp=temp] |

134: END

135: netaddrd=temp]| | netaddrd

136: EXIT O

137:

138: ::METHOD buildthreedigits

139: /* Creates strings which are 3 digits long */
140: EXPOSE 1iprebuild

141: USE ARG ip

142:

143: temp=

144: DO a = 1 TO 3 - LENGTH(ip)

145: temp=temp] |

146: END

147: iprebuild=temp]|ip

148:

149: EXIT O

Figure 22 Sample 06: Check IP - sourcecode

Detailed description:

As usual it starts with passing the Apache request record pointer (line 11). Afterwards
we instantiate an object from the class “ipcalculation” (line 14). This class covers all
the needed calculations.

Line 17 and 18 provide the ip-address and the subnetmask of the webserver. These

values will be split up in four parts (line 20 and 21).

The next step is to calculate the subnet and the broadcast address. This is done by

calling the method “binarycalculation” of the instantiated object (line 24 to 40). The
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return value is put together in two blocks (192168 and 174000 in our example). The
reason for doing this is that ooOREXX is having problems when we want to do
calculations with numbers like 19216817400.

The method “binarycalculation” takes the part of the ip-address and converts it into
the binary value (line 91). For the subnetmask we need to distinguish between
“subnetid” (convert the value - line 94) and the “broadcastid” (convert 255-value -
line 96).

Lines 100 to 112 are used to get 8Bit values for both values every time. We just put

the proper amount of “0” in front to get a string like 00000111 for the decimal value 7.

This is followed by the binary calculation (line 115 to 128). We cut the strings down to
one character (line 116,117) do the binary “and” operation for calculating the subnet
part (line 120) or the "or” operation for calculating the broadcast address. (line 122).
Line 124 “collects” the results and rebuilds the string before it is transformed back to

a decimal value (line 128).

The last step prior to returning the value is to make sure that we always will return

three digits numbers by entering the needed leading zeros (line 131 to 135)

Building the same two blocks from the requestor ip-address (wwwremote_addr) is
done in the next step. This is done similar than stated above. We take the value and
split it into parts (line 44). We will call the method “buildthreedigits” to make sure that

we have three digit numbers and put the string together (line 47 to 54).

After having done the hard bits we need to make sure to check that we are in the
range (line 57) and place an entry in the Apache logfile (line 59). If this is not the
case we will add an entry in the Apache logfile and return a 403 error page (line 62 to
64)

Like in Sample 05 to arm this program we need to place a directive in the main

configuration file (httpd.conf) as shown below.
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# Directives for Sample 06

<Directory "'/var/htdocs/mydomain.com/pages/sample06">
RexxAccessHandler
"/var/htdocs/mydomain.com/scripts/check_ip.rex”

</Directory>
Figure 23 Apache configuration directive for checking webbrowser and version

Once everything is up and running it will lead to the following result when requesting

a webpage when coming from the wrong ip-address ...

/2 HTTP 403 Verboten - Telekom Austria r'_!Elﬁl

e 192.168.174.137 MR X | »
Datei  Brabeten  Anseht  Favorten  Eurm 7

ot Favorten | GMTTP 403 Verboken BB o v Sate- Scherhet - Darss- - 7

& ot s Hion -

Figure 24 Sample 06: Check IP - coming from a wrong one

... Oor an equivalent according to your language settings and an entry in the Apache

error logfile:
[Mon Jan 23 01:35:21 2010] [warn] [client 192.168.174.1] Check IP:
Unauthorzied access attempt (requested:/sample06/Sample06.html)

In case of a successful attempt the following webpage will be shown ...

Z My sixth HTML Page From Rexx - Telekom Austria E@@
i ( |&] 192.168.174.137, v; B [#) X | £ P~
Datei  Bearbeiten Ansicht Favoriten  Extras 7
T Favoriten | (@ by sixth HTML Pags From Rexx 5- B8 | = - Sete- Sicherheit - Extras - -

My sixth HTML Page From Rexx

You will only see this page connecting to the server coming from an ip-address in the specified range.

Fertig & Internet v ®io0n -

Figure 25 Sample 06: Check IP - coming from a right one

... and the following entries will be placed in the Apache error logfile:

[Mon Jan 23 01:40:54 2010] [info] [client 192.168.174.1] Check IP: Request
checked and o.k. (requested:/sample06/Sample06.html)

[Mon Jan 23 01:40:54 2010] [info] [client 192.168.174.1] Check IP: Request
checked and o.k. (requested:/sampleO6/Samples.css), referer:
http://192.168.174.137/sample06/Sample06.htm
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5 Conclusion

Apache and mod_ooREXX are a very powerful package even we have only
discovered very few parts of the possibilities so far.

Limitations in the future development might come from the lack of resources.
There are tons of books about Apache focusing on setting up, configuring and
administration but as soon as it comes to system programming resources are getting

rare. In combination with REXX or oo0REXX it changes for the worse.

This makes it very difficult and very timeconsuming task to discover the possibilities.

Another issue is the existing bug in the Windows version. Today there are a lot of
systems relying on this operating system. So can’t serving this marketshare is not an

option.

On the other hand could further investigations lead to new additional perspectives in
using mod_ooREXX. An example would be the combination of BSFAREXX and

mod_ooREXX in a web environment.
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7 Appendix A: Installation of VMware Workstation

7.1 Prerequisites

You can download the latest version of VMware Workstation directly from the

manufacturer by following this link http://www.vmware.com/de/products/ws/ .

VMware offers a 30 day trial version for free.

Download the file to a local disk drive of your PC

7.2 Installation

Doubleclick on the downloaded file to start the installation process.
The setup starts with loading some libraries. Afterwards the following screen will be

displayed

VMware Workstation Setup
Welcome to the installation wizard for VMware
Workstation

The installation wizard will install YMware Workstation on your
computer, To continue, dick Next.

WARMING: This program is protected by copyright law and
international treaties.

VMware®

Workstation 7

Figure 26 VMware Workstation Setup — Startup Screen

Click on the [Next] button or press ALT-N to continue.

VMware Workstation Setup

Setup Type "f.\- ’
Choose the setup type that best suits your needs,

Typical
Typical program features will be installed.

Custom
@ Choose which program features you want installed and where they wil be
installed. Recommended for advanced users.

Figure 27 VMware Workstation Setup — Setup Type
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Choose typical installation by clicking on the [Typical] Button or press ALT-T an

continue by clicking on the [Next] button or press ALT-N to continue.

VMware Workstation Setup,

Destination Folder i
Click Next to install to this folder or dick Change to install to a different sy
folder.

15 AT ——

C:\Programme |ViMware\WMware Workstation),

<Back i Cancel

S

Figure 28 VMware Workstation Setup — Destination Folder

Choose an appropriate destination folder for the program files by clicking on the
[Change] button or by pressing ALT-C.
We will the default values here.

Click on the [Next] button or press ALT-N to continue.

Shortcuts
Select the sharteuts you wish 0 place on your system,

Create shortcuts for YMware Workstation in the following places:
Deskton

Start Menu Programs folder

Quick Launch toolbar

< Back Next > 3 Cancel

Figure 29 VMware Workstation Setup — Shortcuts

Choose the shortcuts you want to create by marking the checkboxes or leave the
default values like we do.

Click on the [Next] button or press ALT-N to continue.

YhMware Workstation Setup
Ready to Perform the Requested Operations P ;i

Click Continue to begin the pracess.

If you want to review or change any of your instaliation settings, dick Back. Click Cancel to
exit the wizard.

e OOEONE L

< Back Cancel

Figure 30 VMware Workstation Setup — Ready to Start installation
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The installation is now ready for starting

Click on the [Continue] button or press ALT-C to start the installation.

VMWare Workstation will now be installed on your system.

After the completion of the installation the following screen appears.

VMware Workstation Setup
Registration Information i
(aptional) You can enter this infarmation later, e

User ame:
\ |
‘gompar\y: |

Serial Mumber: (R0 SO0 KRN

Figure 31 VMware Workstation Setup — Registration information

Type in the serial number for the trail version which can be found on the download
page of the software or by clicking on the hyperlink in the mail you received.

Clicking on the [Enter] button or press ALT-E to continue.

If you want to do this later click on the [Skip] button or press ALT-S to continue.

VMware Workstation Setup

| Setup Wizard Complete

The sef

Restar

VMware®

Workstation 7

Restart low

Figure 32 VMware Workstation Setup — Setup wizard completed

The Installation of the software is finished now but the PC needs to be restarted.
Restart PC by clicking on the [Restart now] button or press ALT-N.

After the reboot of the system start the application by doubleclicking on the icon

Figure 33 VMware Workstation Setup — Icon
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or under All programs / VMware / VMware Workstation.

If you start the application the first time you have to accept the license agreement.

¥ YMware Workstation fg\
License Agreement i Is

Please read the following icenss agresment carsfully.

VMWARE, INC. ~
MASTER END USER LICENSE AGREEMENT

NOTICE: BY DOWNLOADING AND INSTALLING, COPYING OR. OTHERWISE
USING THE SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS
VMWARE MASTER END USER LICENSE AGREEMENT (“EULA™). IF YOU DO

NOT AGREE TO THE TERMS OF THIZ EULA, YOU MAY NOT DOWNLOAD,
INSTALL, COPY OR IISE THE SOFTWARE, AND YOU MAY RETURN THE

UNUSED SOFTWARE TO THE VENDOR FROM WHICH VOU ACOUIRED IT
WITHIN THIRTY (30) DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF
ANY, ALREADY PAID UPON SHOWING PROOF OF PAYMENT, “YOU” MEANS
THE MATURAL PERSON OR THE ENTITY THAT IS AGREEING TOBEBOUND ¥

(3)Ves, Taccept the berms in the license agreement

(Mo, T do not accept the kerms in the license agreement

Figure 34 VMware Workstation Setup — License agreement

Mark “Yes, | accept the terms in the license agreement” and click on the [OK] button

to continue.

VMware Workstation is now ready for usage.

Figure 35 VMware Workstation Setup — Main screen
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8 Appendix B: Setup Virtual machines: Window 2008

Server

8.1 Prerequisites

You need to have VMware Workstation installed and configured on the system (for

more information see Appendix 7 on page 43).

The install media for Windows Server 2008 (including a product key) are required as

well.

8.2 Installation

Start the application by doubleclicking on the icon

Figure 36 VMware Workstation — Icon

or under All programs / VMware / VMware Workstation.

The main window of the application (see Figure 35 on page 46) will appear.

To start the creation of a new virtual machine select File / New Virtual Machine from

the menu or pres Ctrl+N

New Virtual Machine Wizard E‘

Welcome to the New Virtual
Machine Wizard

what type of configuration do you want?

@ [pical recommended
Create a Wor tiom 6.5-7. 0 virkual
machine in a few easy steps,

O Custom (advanced)

VMware® Create a virkual machine with advanced
options, such as a SCSI adapter type,

1 wirkual disk type and compatibility with
WorkStatI On 7 older YMware products,

Figure 37 Windows Server 2008 Installation — Creation of virtual machine

Click on the [Next] button or press ALT-N to continue.
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New Virtual Machine Wizard

Guest Dperating System Installation

system. How wil you install the guest operating system?

Install from:

O Installer disc:

),
)

(%) Installer disr imange file (iso):
\‘:\MS-Softwara\W\Vndows Server éUUS Datécenter Enr »

er Windows Server 2003 detected,
This operating system will use Easy Install. {what's this?)

()1 will install the: operating system later

The virtual machine will be created with a blank hard disk,

A wirtual maching is like & physical computer; it needs an operating

| Browse.. |

(e ) Lot

][ Cancel ]

Figure 38 Windows Server 2008 Installation — Guest Operating System Sources

Choose the location of the installation directory by either browsing to the appropriate

directory using the [Browse] button or typing the pathname.

Click on the [Next] button or press ALT-N to continue.

New Virtual Machine Wizard

Easy Install Information
This is used to install Windows Server 2008,

Windows product key

Personalize Windows

e myself e S S

Password: {optional)
Confirm: ]
[ < Back ] [ fext > 1 [ Cancel ]

Figure 39 Windows Server 2008 Installation — Easy Install Information

Type the Product Key for Window Server 2008 in the right fields.

Click on the [Next] button or press ALT-N to continue.

New Virtual Machine Wizard

Name the Yirtual Machine
What name would vou like ta use Far this virtual machine?

Wirtual machine name:
| Windows Server 2008

Location:
| D:\WM-machines

Browse. ..

The default location can be changed at Edit = Preferences,

Mext > Cancel

Figure 40 Windows Server 2008 Installation — Name the virtual machine

During the next step in the process you have to name the Virtual machine.
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Feel free to use any name you like or which suits your environment.

Afterwards click on the [Next] button or press ALT-N to continue.

New Virtual Machine Wizard

Specify Disk Capacity
How large do you want: this disk to be?

The virtual machine's hard disk.is stored as one or more files on the host
computer's physical disk. These File{s) start small and became larger as yvou
add applications, Files, and data ta your virtual machine.

Maximumn disk size (GE): 40.0 &

Recommended size For Windows Server 2008: 40 GB

(%) Store wirtual disk as a single file

(O 5glt virtual disk inko 2 &8 Files

Splitting the disk makes it easier to maove the virtual machine to anather
computer,

8 Pocket ACE size calculator

[ <Bace | [ Mext» Cancel

Figure 41 Windows Server 2008 Installation — Specify Disk Capacity

Here we will use the defaults recommended by VM Ware.

Click on the [Next] button or press ALT-N to continue.

New Virtual Machine Wizard @

Ready to Create Yirtual Machine
Click Finish to create the virtual machine and start installing Windows
Server 2008 and then VMware Tools,

The virtual machine will be created with the Following settings:

Mame: Windows Server 2008
Location: D:Y¥M-machines
Wersion: ‘Workstation 6,5-7.0
Operating System:  Windows Server 2008
Hard Disk: 40 GB

Memory: 1024 MB

Network Adapter:  NAT
Other Devices:  DyDVD, Floppy, USE Contraller, Sound Card

Custamize Hardware. ..

Power on this virtual machine after creation

[ <Back [ _Fnish  J[ Caneel |

Figure 42 Windows Server 2008 Installation — Ready to create Virtual Machine

Final chance for checking the settings prior to the creation of the virtual machine and

the begin of the installation process.

Click on the [Finish] button or press ALT-F to continue.

Setup is now copying the needed files from the installation media.
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Figure 43 Windows Server 2008 Installation — Select Operating System

We will use “Windows Server 2008 Standard installation” Select this application in the

menu and click on “Next or press ALT-N to continue.

After the completion of the installation and the first login the following screen will be

displayed.

T — it
ﬁ Perform the folkwng tasks 1o ntisly confguee the server ffms:wm
D Provid [ P — |
L PA——
B Do e e -
& Update This Sorv [ T ——

[ —

T Dot e o e s om |
Loven| [ nm b Condpa i T Wit Do anm

Figure 44 Windows Server 2008 Installation — Initial configuration tasks

8.3 Initial configuration and customization

8.3.1 Initial configuration of the Windows 2008 Server

Perform the following initial configuration tasks by clicking on the hyperlinks in the

Window shown in Figure 44 on page 50:

Set time zone
Provide Computer name and domain
Enable automatic updating

Download and install updates (see below)

After clicking on the hyperlink you will get the following window.
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fovon| | mm [T | oy Gnd B e

Figure 45 Windows Server 2008 Installation — Windows Update

Click on the button [Install updates] to continue.

Once the installation of updates is completed the following window will appear.

Alwin
2]

]

Figure 46 Windows Server 2008 Installation — Windows Update completed

Prior to continuing you might need to reboot the server by clicking on the [Restart

now] or by pressing ALT-R to continue.

After the reboot no further customization is needed and the initial configuration is

completed.

8.3.2 Add a second hard disc for Apache Data files

Prior to adding the device you need to shutdown the Virtual machine by shutting

down the server.
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e

Figure 47 Windows Server 2008 Installation — VMware Workstation Main Screen

Click on the hyperlink “Edit virtual machine settings” to enter the setup screen.

Virtual Machkine Seltings
D Sy Hamery
Soecty the amourt of memory slocated to ths vriud
n maching, The memory sae must be o sutpls of 4 MO,
Mescry for ths virtusl sachre:
3 1 2 e
aa o
A Guest OF recommended minimum: MaME
A Bacoiminit el masiry 1024 M0
A M recommerded memory 2656 M8
et o
Manimum configuratis memony: ol
Add.. |
Ee T

Figure 48 Windows Server 2008 Installation — Virtual Machine Setup

Click on the [Add] button to add hardware devices.

Add Hardware Wizard &

Hardware Type
What bype of hardware do you want ta install?

Hardware Explanation
Add a hard disk,
() CDyDYD Drive

H Floppy Drive
ENetwnrk Adapter
&) s0und card

@USB Controler
@Ser\a\ Port
@Paral\e\ Fart
@Genenc SCSI Device

Figure 49 Windows Server 2008 Installation — Add hardware wizard

Select “Hard Disk” and click on the [Next] button to continue.

Dipl.-HTL-Ing. Robert Maschek

52



Appendix B: Setup Virtual machines: Windows 2008 Server

Add Hardware Wizard

Select a Disk
Which disk do you want to use?

®¢ o
A virtual disk is composed of ane or maore files on the host file system, which
will appear as a single hard disk ko the guest operating system, Yirtual disks
can easily be copied or moved on the same host or between hosts,

() Use an existing virtual disk
Choose this option o reuse a previously configured disk.

(O Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk,

[ « Bark, ][ Mext > ][ Cancel ]

Figure 50 Windows Server 2008 Installation — Add hardware wizard (Disk) - |

Click on the [Next] button to continue

Add Hardware Wizand R

Select a Disk Type
What kind of disk do you want to create?

virtual disk bype

i (Recommended)

Mode
[Jindependent
Independent disks are not affected by snapshots.

< Back, H Next > H Cancel ]

Figure 51 Windows Server 2008 Installation — Add hardware wizard - Il

Click on the [Next] button to continue

Add Hardware Wizand

specify Disk Capacity
Haow large da wou want this disk to be?

Diisk capacity
This virtual disk can never be larger than the maximum capacity that you set here,

Disk size (GE): :

[ialiacate all disk space now:
By allncating the Full capacity of the virtual disk, you enhance performance of
wour virtual maching, However, the disk will take longer ta create and there
must be enough space on the host's physical disk.

IF you do not allocate disk space now, your virtual disk Files will start small,
then become larger as vou add applications, Files, and data to your virtual
machine.

[ split disk.into 2 GB Files

[ < Back ” Next = H Cancel

Figure 52 Windows Server 2008 Installation — Add hardware wizard — Specify capacity

Adjust the disk size to your needs. We will use 4GB which is more than enough in our
case.

Click on the [Next] button to continue
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Add Hardware Wizard E‘

Gpecify Disk File
Where would you like ko store information about this disk?

Disk filie
This virtual disk file will stare the configuration details of the physical disk.

Windows Server 2008-0.vmdk | Browse,.. |

[ « Bark. ][ Firish ][ Cancel

Figure 53 Windows Server 2008 Installation — Add hardware wizard — specify disk file

Click on the [Finish] button to create the disk.

Virtual Macvine Sellings

v | =

Co o ]

Figure 54 Windows Server 2008 Installation — VMware Workstation with second disk

Afterwards the application will return to the main window showing you the new hard
disk there.
Click on the [OK] button to finish the setup.

Finally we need to make the disk available to the system.
For this we need to power on the virtual machine again by pressing Ctrl+B or clicking

on the hyperlink “Power on this virtual machine”.

After logging in go to Start / Run / Control Panel / Administrative Tools

Dipl.-HTL-Ing. Robert Maschek 54



Appendix B: Setup Virtual machines: Windows 2008 Server
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Figure 55 Windows Server 2008 Installation — Administrative Tools

Open the Computer Management by doubleclicking on the menu entry.

Figure 56 Windows Server 2008 Installation — Computer Management

In the Computer Management click on Storage / Disk Management. The Initialize

Disk window appears automatically.
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Figure 57 Windows Server 2008 Installation — Initialize disk

Click on the [OK] button to continue.

Figure 58 Windows Server 2008 Installation — Volume creation

Right Click on Disk 1 on select New Simple Volume from the appearing menu.
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Figure 59 Windows Server 2008 Installation — New simple volume wizard

Click on the [Next] button or press ALT-N to continue.

— e I

Figure 60 Windows Server 2008 Installation — System volume size

Click on the [Next] button or press ALT-N to continue.
r— s

e | e | e

Figure 61 Windows Server 2008 Installation — Drive letter

Change the drive letter so that it suits your need and click on the [Next] button or

press ALT-N to continue.

Figure 62 Windows Server 2008 Installation — Format partition

Click on the [Next] button or press ALT-N to continue.
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Figure 63 Windows Server 2008 Installation — Completion

Click on the [Finish] button to complete the addition of the disk.

-
T

Figure 64 Windows Server 2008 Installation — Volume added

8.3.3 Activation of the Operating system

Since Windows 2008 is not Open Source or freeware you need to activate it to use all
features.

To do this there are a lot of different ways depending on the license you are having.
For this reason we are not able to care about this.
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9 Appendix C: Setup Virtual machines: Fedora 12

9.1 Prerequisites

You can download Fedora 12 from the homepage of the Fedora project using the
following hyperlink:
http://download.fedoraproject.org/pub/fedora/linux/releases/12/Fedora/i386/iso/Fedor
a-12-i386-DVD.iso

Prior to the installation it is recommended that you verify the integrity of the
downloaded file.

For more information how to do this visit: http://docs.fedoraproject.org/readme-

burning-isos/en US/sn-validating-files.html

9.2 Installation

Start the application by doubleclicking on the icon

Figure 65 VMware Workstation — Icon

or under All programs / VMware / VMware Workstation.

The main window of the application (see Figure 35 on page 46) will appear.

To start the creation of a new virtual machine select File / New Virtual Machine from

the menu or pres Ctrl+N

New Virtual Machine Wizard E‘

Welcome to the New Virtual
Machine Wizard

what type of configuration do you want?
@ [pical recommended
Create a Warkstation 6.5-7.0 virtual
machine in a few easy steps,
O Custom (advanced)

VMware® Create a virkual machine with advanced
options, such as a SCSI adapter type,

1 wirkual disk type and compatibility with
WorkStatI On 7 older YMware products,
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Figure 66 Fedora 12 installation — Creation of virtual machine

Click on the [Next] button or press ALT-N to continue.

New Virtual Machine Wizard @J
Guest Operating System Installation
A wirtual machine is like & physical computer ) it needs an operating
system. How will you install the quest operating system?
Install From:
O Installer disc:

)
=

(%) Installer disc image file (sol:

|K:\Fedora-lZ-\SBG-D\u‘D.lso v‘ [ Browse,.,

ﬁ Could nat detect which operating system is in this disc.
Vou will need to specify which operating system will be installed,

(O Lwillinstall the operating system later
The virtual machine wil be created with a blank hard disk,

[ =< Back ][ Next = ][ Cancel ]

Figure 67 Fedora 12 Installation — Guest Operating System Sources

Choose the location of the installation directory by either browsing to the appropriate
directory using the [Browse] button or typing the pathname.

Click on the [Next] button to continue.

New Virtual Machine Wizard

select a Guest Dperating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows
(&) Linux

() Novell NetiWare
() sun Solaris

O other

Wersion

[ < Back ” Next > H Cancel ]

Figure 68 Fedora 12 Installation — Select Guest Operating System

Click on the [Next] button to continue.

New Virtual Machine Wizard

Name the ¥irtual Machine
‘What name would you like to use For this virtual machine?

Wfirtusl machine name

| Fedara 12 |
Location
| kiYW _Machines\Fedora 12 | [ Browse...
The default location can be changed at Edit = Preferences,
[ < Back, ] [ Mext > 1 [ Cancel ]

Figure 69 Fedora 12 Installation — Name virtual machine
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Click on the [Next] button to continue.

Figure 70 Fedora 12 Installation — Specify disk capacity

According to the system requirements Fedora 12 needs up to 9GB. So we change

the disk size to 12GB.

New Virtual Machine Wizard

X

specify Disk Capacity
Haow large da wou want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These File{s) start small and become larger as you
add applications, files, and data ta your virtual maching.

Mazimumn disk size (GB): 150 %

Recommended size for Other Linux 2.6.x kernel: & GB

(®) Store wirtual disk as a single file

() split. virtual disk into 2 @6 Files

Splitting the disk makes it easier to move the virtual maching to anather
computer,

E Pocket ACE size calculstor

[ < Back ” Next > H Cancel ]

Click on the [Next] button to continue.

New Virtual Machine Wizard

Ready to Create Yirtual Machine
Click Finish to create the virtual machine and start installing Other Linux
2.6.x kernel,

The virtual machine will be created with the Following settings:

Name: Fedora 12
Location: K:\¥M_Machines\Fedora 12
Wersion: Workstation &.5

Operating System: Other Linux 2 6.x kernel

Hard Disk: 15 GB
Memory: 256 MB

Network Adapter:  NAT
Other Devices:  €DyDVD, Floppy, USE Contraller, Sound Card

Customize Hardware. ..

Power on this wirkual machine after creation

[ =< Back ” Finish H Cancel

Figure 71 Fedora 12 Installation — Summary screen

Click on the [Customize Hardware] button to change the memory settings to 512MB

Har dwars [
— — e
Spacky the arcuet of mascry slocatad o th wrtusl
S ey 2shie mschine. T memary Si28 Mt e MUt of 4 HE.
=) e CITAT) (IDE} s fle KiIFe.
= [ ks detect By for s vetual e
Firstwork Adigtae nat - wEw
g i J
B o cord st et Hb & 555
iy bk et
W Froceors f PV R P T
et A
& Masrmm rcoererd dee] e L]

s v AR
(Memory swapping may oo beyond ths se)

[ || _concel | Heb |

Figure 72 Fedora 12 Installation — Change memory settings

Click on the [OK] button to finalize the change and check the changed settings in the

summary screen.
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New Virtual Machine Wizard EJ
Ready to Create Yirtual Machine
Click Finish to create the virtual maching and start installing Other Linux
2.6.% kernel,

The: virtual machine will be created with the Following settings:

Marne: Fedora 12

Location: K:WM_Machines\Fedara 12
Wersion: “Warkstation 6.5

Operating System: Other Linuz 2.6.% kernel

Hard Disk: 15 GE

Mermary: 512 MB

Metwork Adapter:  MAT

Other Devices: C0yDYD, Floppy, USE Controller, Sound Card

Customize Hardware. ..

Power on this virtual machine after creation

[ « Back. ][ Finish ][ Cancel ]

Figure 73 Fedora 12 Installation — Ready to create virtual machine

Click on the [Finish] button to start the creation of the virtual machine and continue

with the installation.

fedora’"

Figure 74 Fedora 12 Installation — Setup welcome screen

Choose “Install or upgrade an existing system” and press [Enter] or wait until the

installation starts.

L;
Ta begim testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installatios.

Figure 75 Fedora 12 Installation — Disc Found

Press the [Skip] button to continue.
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e —

| mpnext |

Figure 76 Fedora 12 Installation —

Click on the [Next] button or press ALT-N to contin

Wihat language would you like to use during the
installation process?

plibed) (3 (RF) )
ditional) (5 (ER) )

sk)
Dutch (Nederlands)
Engleh (Englsh)
E: L

German (Deutsch)
Greek (EAMWAKG)
Gujarati (vl

Installation start

ue.

fedora®:

dmgock | | wpiext |

Figure 77 Fedora 12 Installation — Ins

Choose your language for the setup process and cl
ALT-N to continue.

tallation language

ick on the [Next] button or press

S Select the appropriate keyboard for
‘the system,

Figure 78 Fedora 12 Installation — Installation keyboard layout

Select the appropriate keyboard and click on the [Next] button or press ALT-N to
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(T Select the appro——oeo oo
2 the system. |}

~ Warning

uuuuuu & Emorprocessng anve:

Estonan n
visda

fisnish 15358M8
Faish (latin1) Vhware, yMware vircuais
e This de . to b ized
ks is device may need to be reinitiaize H|
French (lating) REINTIALIZING WILL CAUSE ALL DATA TO BE LOST!

ch

nch

Device details
PCI-0000:00:10.0-5¢51-0:0:0:0

[ lgnore drve || e-entiaize dive

dmBack ) Next

Figure 79 Fedora 12 Installation — Drive initizialisation

Click on the [Re-initialize drive] button or press ALT-R to continue.

Figure 80 Fedora 12 Installation — Set hostname

Enter the full qualified name (FQN) of the machine and click on the [Next] button or
press ALT-N to continue.

3
fedora’
P

1 System clock uses UTC

Figure 81 Fedora 12 Installation — Set timezone

Click on the [Next] button or press ALT-N to continue.
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dmBack wp Next

Figure 82 Fedora 12 Installation — Set root password

Type the root password twice and click on the [Next] button or press ALT-N to

continue.

If you don’t choose an appropriate password you will get a warning

You have provided a weak password: it
is based on a dictionary word

| Use Anyway |

Figure 83 Fedora 12 Installation — Weak root password warning

Click on the [Cancel] button or press ALT-C to return to the Set root password menu
again.
Providing weak passwords can be dangerous for the system. For this reason clicking

on the [Use Anyway] button is not recommended.

Installa

equires partitioning of your hard drive. The default layeut is suitable for most users. Select what
space dhich drives to use as the instal target, You can also choose to create your own custom
layaut.

Replace existing Linux system
[ Encrypt system

Selact the driva(s) to use for this installation.

4 Advanced storage configuration

What drive would you like to boot this installation from?

% [Reyiew and madiy partitioning layout

Figure 84 Fedora 12 Installation — Hard drive partitioning

Mark the checkbox “Review and modify partitioning layout” and click on the [Next]

button or press ALT-N to continue.
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Drive jdev/sda (15359 MB) (Modei: Viware, VMwars Virtuai 5)

aaaaaaa

New Edt Delete Reset | RAID Lvm
Mount pont/ size |
Diice RAIDMalume Tpe Format )
= LVM Volume Groups
. .
Iv_root i exta FRCED
Iv_swap swap v 0w
= Hard Drives
[ Hide RAID device/LVM Volume Group members

mgack | | mpNext

Figure 85 Fedora 12 Installation — Edit hard drive partitioning

Select the LVM volume group vg_www and click on the [Edit] button or press ALT-E

to continue.
[ EditWMVolumeGroupivawww |

Wolume Group Name: (]
Physical Extent [ame

[ sdaz 1515600 MB
Physical Volumes to Lse:

15156.00 MB_(100.0 %)
0.00 ME (0.0 %)

15156.00 MB. Lvm
ogical Volume Name Mount Point Size (MB) | a0
Delete

Qcancel || ¢F0k

qmiack | | mplext

Figure 86 Fedora 12 Installation — Edit Iv_root

Select the logical volume Iv_root and click on the [Edit] button or press ALT-E to

continue.

Yokime Group Name: [vg_wrw |

Physical Extent: |ame
Physical Volu maunt Point [r v
File System Type: extd &
Used Space:
Free Space:  Logical volume Name: [Iv_root |
New | Total Space: pe—— LM
Logical Vo Size (MB): [20008 =
Deic L Cl gt {Max sze I 14132 M) i
~ LvMvoume {  [FEETRE @cancel || ¢fox | | Edit
N v I
Iv_root Delete
In_swap:
[ Hid Durvies Qcancel || 4ok
] Hide RAID de R -

qmiack | | mplext

Figure 87 Fedora 12 Installation — Iv_root new size

Set the Size (MB) to 10000 and click on [Ok] or press ALT-O to continue.

In the previous menu (see Figure 86 on page 65) click on the [Add] button or press
ALT-A to create a new logical volume.
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[ EditLvM Volume Groupivawew

N [ S —
Physical Extent: |4 MB
Physical Vol ygaun point [rvar v
e systemype  |ex P
used space: R
Free Space:| Logical Volume Name: [Iv_data |
New | Total Space: e vm
Logical Vo Size (MB): [4132 =
Devie 11— i [ EACORE [Max size is 4132 MB) yon
> LM Vome ( oot Qcancel || fox e
_swap ) =
v_roat. Relete
v_swap,
= Hard Drives Qcancel || 480k
7] Hide RAID de — | —

mgack | | mpNext |

Figure 88 Fedora 12 Installation — Create a new logical volume

Set the Size (MB) to 4152 and click on [OK] or press ALT-O to continue.

[ Edit LM Volume Groupivaww |

Wolume Group Name: T
Physical Extent [ame

[ sdaz 1515600 MB
Physical Volumes to Lse:

Used Space: 15156.00 MB. (100.0 %)
Free Space: 0.00MB (0.0%)
New | Total Space: 1515600 MB. M
Logical Volumes =
Devie | sgical Volume Name Mount Point  Size (MB) (asd )
lurme ‘r 10000 Edit
W_swap N 2 |
Iv_root | |iv_data Nar 32 Delete
Iv_swap
> Hard Drves Qomcet]|| o
[ Hide RAID de s

qmpack | | mplext |

Figure 89 Fedora 12 Installation — LVM volume group: vg_www

Check the new settings and click on the [OK] button or press ALT-O to continue.

Drive jdev/sda (15359 MB) (Model: Viware, VMwar s Vir tual 5)
a2

ew | [ Eat | Delete Reset | RAD [ m
Mount Pont size g
Device Mo ol Type format S8 [
15156 1
exta v 10000
swap Y
I a3

[ Hide RAID device/LVM Volume Group members

qmpack | | mpHext

Figure 90 Fedora 12 Installation — Changed hard drive settings

Click on the [Next] button or press ALT-N to continue
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dmBack ) Next

Figure 91 Fedora 12 Installation — Hard drive partitioning — write changes to disk

A warning will be displayed prior to saving the new layout. Click on the [Write
changes to disk] or press ALT-W to continue.
Fedora has now created the filesystem.

1 install baot Ioader on fdev/sda, | Change device
Uise a boot loader password

Boot loader operating system list
Defoult Label | Device
@  Fedora fdevimapperivg_ww-v_oot

add
Edit
pelete

4mBack p ext |

Figure 92 Fedora 12 Installation — Boot loader installation

For the Boot loader installation we will leave the settings unchanged. Click on the
[Next] button or press ALT-N to continue.

The default instalation of Federa includes a set of software applicable for general
intemet usage. What additional tasks would you like ysur system to include support for?
(1 Office and Productivty

¥ Saftware Development

EEZE

® Customize jater Customize now

dmBack ) Next

Figure 93 Fedora 12 Installation — Change install packages

From the default installation remove “Office and productivity” and add “Software
Development and Webserver” by marking or unmarking the checkbox. Click on the
[Next] button or press ALT-N to continue.
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The installation is now started.

Fedora 12 - VMware Workstation

) Ths suestcperatingsyste s cked the CD-ROM deor and i probably using the
\,-‘) i e e e e e e
et the COLROM from e A e

Disconnect anyway (and override the lock)?

Figure 94 Fedora 12 Installation — VMware Workstation drive lock

During the installation the above shown warning message appears.

Click on the [Yes] button to continue.

The installation is now finished and a reboot of the server is needed.
9.3 Initial configuration and customization

9.3.1 Initial configuration of Fedora 12

Welcome

a few more steps to take before your syster o use.
mstpaq .

fedora®

o Fomard

Figure 95 Fedora 12 Installation — Initial configuration

After the reboot and logging in you will see the following startup screen. Click on the

[Forward] button or press ALT-F to continue.

License Information

Thank you for instaling Fedora. Fedora is a compilation of software
packages, each unde its own license. The compilation is made avaiable
ictians

4n Back wp Forward

Figure 96 Fedora 12 Installation — License information

Accept the license information by clicking on the [Forward] button or press ALT-F to

continue.
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Welcome

Create User

Youmust create a 'usemame" for regular (nen-administrative) use of your
system. To create a system ‘usemame’, please provide the informatien
requested below.

Hardware wsemame: moa_rexx
Profile

Full Name: bd_REXX seminarpaper
password:

Confirm Password: [+eeeeees|

f you need to use network authentication, such as Kerberos or NIs,
please click the Use Network Loge button

Use Network Logn...

48 Back w Forward

Figure 97 Fedora 12 Installation — Create User

Once you have filled in the needed fields click on the [Forward] button or press ALT-F

to continue.

Welcome .
L Date and Time
Time ;
Profile

Please set the date and time for the system.

Curent date and time: Wed 18 Nov 2089 §5:47:33 PH CET
[) Synchronize date and time over the netwark

Manually set the date and time of your system:

Date Time
« November » <2009 » Hour: |17 [
Mnute: 37 3

12 3 4 5 6 7 ==

8 9 10 11 1213 4 gecond: |36 |5
15 16 UG ® 1

2 13 4 25 W7 W

m 3

4mpack | | W Forward

Figure 98 Fedora 12 Installation — Date and Time

Click on the [Forward] button or press ALT-F to continue.

Hardware Profile

Smolt is a hardware profiler for The Fedora Project. Submitting your
profile is a great way Lo gve back to the community as this infarmation is
used to help focus our efforts on popular hardware and platforms.
Submissions are anonymous. Sending your profie wil enable a monthly
update.

General EI

Oefault run leve
Language: en_US.UTF-8

Platform: isgs

BogoMIPs: 5332.84

CPU vendor: Genuinemntel

CPU Model; IntelR) Core{TM)2 Dus CPU  ES750 @ 2.86GH2

CPU Stepping: 11

CPu Family: &

CPU Model hum: 15 o
scmi 1002 c

send Profile
@ Dgnot send profile

qmBack \ ‘Enish

Figure 99 Fedora 12 Installation — Hardware profile

Mark the checkbox “Do not send profile” and click on the [Finish] button or press
ALT-F to continue.
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Hardware Profile

Smolt is a hardware profiler for The Fedora Project. Submitting your
e back to t this informati

ts on popul; platforms.
wmous. Sending your profie will enable a monthly

mpack Hnish

Figure 100 Fedora 12 Installation — Hardware profile sending

We still haven’t changed our mind. So click on the [No, don not send] button or press
ALT-N to continue.

Now the final configuration takes place. The system needs to be restarted afterwards.

Figure 101 Fedora 12 Installation — Initial configuration finished

After the reboot you will see the following login screen.

9.3.2 Enable Network Connection

The network connection for the system is disabled by default and needs to be

enabled now.

£) Apiications Places System (@) (o) 12 o BL  WedNov15 1658 Mod_REXX seminarpaper

[ ]

Figure 102 Fedora 12 Installation — Desktop
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After logging in with the created account (see Figure 97 on page 69)

Click on System / Preferences / Network Connections

£) Aplications Places System (@) () (2. M5 WedNov15 1659 Mod_REXX seminarpaper

& Wired | @ wireless |7 Mobile Broadband | & VPN & OSL

Lastused || add

|7 Network Connections _ (=[] ]

Figure 103 Fedora 12 Installation — Network connections

Click on “System ethQ” and the [Edit] button or press ALT-E to continue.

E
|| MACaddress: [00:0C:29:A1:B:3F

B v [automatic

Figure 104 Fedora 12 Installation — Ethernet connection

Mark the checkbox “Connect automatically” and Apply (there is no keyboard shortcut
for this).

£3 ropiications_Piaces system @) o (2 ' Bp  WedNov 15, 17.04 Mod REXX seminarpaper

Connection peme: | STEEIIEIL ]

# Connect gutamatically

Authenticate | |
|

9 Available to all users Cancel

T Metwork Connections | %8 Editing System ethd || Authenticate:

Figure 105 Fedora 12 Installation — Root user authentication needed

This change needs to be done using the root user. So enter the root password and

click on the [Authenticate] button or press ALT-A to continue.
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£3 ropiications_Piaces system @) o (2 ' Bp  WedNov 15, 17.06 Mod REXX seminarpaper

((y Shut down this system now?

= You afe currently logged in as "Mod REXX seminarpaper”.
This system will be automatically shut down in 60 secands

Hibemate | [ Bestart || Cancel || Shut Down

[= [ ]

Figure 106 Fedora 12 Installation — System restart needed

After this change the system needs to be restarted once more.

Once the system is up again the installation and configuration has been finished.
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10 Appendix D: Installing Apache on Windows 2008 Server

10.1Prerequisites

10.1.1 Add Apache Website to the trusted sites

Open Tools / Internet Options / Security

ot s .UEII

G Sty | | ot | Cormmriers | P | |
|

Figure 107 Apache on Windows 2008 — Adjust trusted sites

Type http://httpd.apache.orq in the field “Add the website to the zone” and click on
the [Add] button or press ALT-A to continue.
Otherwise the following message will be displayed.

| Internet Explorer x| I
You are attempting to download & file from a site
. ° that is not part of your Trusted Sites and that might =E

be different from the website you are viewing.

1
http://mimor deri .at

" Leam more about Intemet Bxplorers Enhanced Securty Confiauration..;

i Fyou trust this website. you can lower security settings for the site by adding i
to the Trusted sites zone. if you know this website is on your local intranet.
review help for instructions on adding the site to the local intranet zone
instead.

Ta add this site to Trusted sites zone : Select the Toals menu, then Intemet
4 Options. On the Security tab, select Trusted Zone and then Sites.

Important: adding this website to the Trusted sites zone will lower the security
¢ settings for all contert from this web site for all applications, including Intemet |
. Bxplorer.
i

Figure 108 Apache on Windows 2008 — Adjust trusted sites warning message

10.1.2 Download the software

Download the Apache Webserver from the Apache homepage

http://httpd.apache.org/download.cqi

Click on the file “Win32 Binary including OpenSSL 0.9.8k (MSI Installer)” (Filename:
apache_2.2.14-win32-x86-openssl-0.9.8k.msi) to start the download.
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=10 ]

File Download - Security Warning x|

;Do you want to run or save this file?
i -
; (] Name: apache_2.2. 14-win32-x86-openssl-0.9.8k.msi
; E% Type: Windows Installer Package, 5.75MB

From: mirror.deriat

| Bun Save
1

[

3

i F 1 While files from the Intemet can be useful, this file type can -
\F!} potentially ham your computer. f you do not trust the source, do not
I run or save this software. What's the riske?

Figure 109 Apache on Windows 2008 — Download Apache software

Click on the [Save] button or press ALT-S to continue.
] oouniond complete e,
i '

-
.~  Dowrload Complete

++.n32-x86-openssl-0,9.8k.msi from mirror deri.at

[CEN T

Downloaded 5.76MB in 28 sec
Download to ‘apache_2 2 14-win32x86-openssi-0.9.8kcm
Transfer rate 210KB/Sec

[~ Close this dialog box when download

an_| s | o= ] |
A

T

w)

Figure 110 Apache on Windows 2008 — Open download folder

After the completion of the download click on the [Open folder] button or press ALT-F

to continue.

10.1.3 Option: MDS5 value check

To verify the integrity of the downloaded file we will calculate the MD5 hash value of
the downloaded file. This can be done for example by using the MD5 calculator

available for download at http://www.softpedia.com/get/System/File-

Management/MD5-calculator.shtml

Figure 111 Apache on Windows 2008 — MD5 hash value calculator

©, MD5 calculator N P ] S|
-',!.,- Open | 461ffeaTliabSleacdcbclbasdal0Ted2 Pl
tore free products | :I
& Google Translator Interface J

«Q Google 'Words

Q}Transler points between Google Earth and GPS

' GPS converters and ulilities

% 3D Global Terrain =l
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Figure 112 Apache on Windows 2008 — Apache MD5 hash value calculation

For the file apache_2.2.14-win32-x86-openssl-0.9.8k.msi the MD5 value should be
461ffea74a651eacdc6c06a6da207ed?2.

10.2Installation

Start the installation by running apache_2.2.14-win32-x86-openssl-0.9.8k.msi file
either from the command prompt or by doubleclicking on the downloaded file.

{i# Apache HTTP Server 2.2 - Installation Wizard
Welcome to the Installation Wizard for
Apache HTTP Server 2.2.14

The Installation Wizard wil install Apache HTTP Server 2.2,14
on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international reaties,

< Batk

cancel |

Figure 113 Apache on Windows 2008 — Installation welcome screen

Click on the [Next] button or press ALT-N to continue.

i& Apache HTTP Server 2.2 - Installation Wizard x|
License Agreement
Please read the following license agreement carefuly.
Apache License i’

Version 2.0, January 2004
hitpilivww.apache.orgllicenses/

ITERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.
License” shall mean the terms and conditions for use, reproduction, and

distribution as defined by Sections 1 through 9 of this document.

L accept the terms n the e

Figure 114 Apache on Windows 2008 — Apache License

Select “I accept the terms in the license agreement” and lick on the [Next] button or
press ALT-N to continue.

i Apad r2.2- ion
Read This First
Read this Before Running Apache on Windows.

Apache HTTP Server j

\What s it?
The Apache HTTP Semver is a powerful and flexible HTTP/1.1 compliant web server.
Originally designed as a replacement for the NCSA HTTP Server, it has grown to be
the most pepular web server on the Internet. As a project of the Apache Software
Foundatien, the developers aim to collaboratively develop and maintain a robust,
commercial-grade, standards-based server with freely available source code.

The Latest Version
Details of the Iatestversion can be found on the Apache HTTP server project page
under.

hiiphttpd apache.org/
InstaliShield.
% < Back | Next > I Cancel |
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Figure 115 Apache on Windows 2008 — Read this first

Click on the [Next] button or press ALT-N to continue.

{i§ Apache HTTP Server 2.2 - Installation Wizard |

Server Information
Please enter your server's information.

Network Domain (e.g. somenet,com)

[mydomain.com

e e R e e e | &
o

Administrator's Email Address (2.g. webmaster @somenet.com):

[admin@mydemain. com|

Instal Apache HTTP Server 2.2 programs and shorteuts for:

@ for All Users, on Port 80, as a Service - Recommended.
 only for the Current User, on Port 8080, when started Manually.

nstallShield

< Back Next > Cancel |

Figure 116 Apache on Windows 2008 — Server information

Type in all the needed configuration details for the server and click on the [Next]
button or press ALT-N to continue.

{i& Apache HTTP Server 2.2 - Installation Wizard

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

 Typical

Typical program features wil be installed. (Headers and Libraries
for compling modules will not be installed.)

€ Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Figure 117 Apache on Windows 2008 — Installation type

Select “Typical” for the setup type and click on the [Next] button or press ALT-N to
continue.

{& Apache HTTP Server 2.2 - Installation Wizard x|
Destination Folder
Click Change to instal to a different folder
G Install Apache HTTP Server 2.2 to the folder:

C:\Program Files\Apache Software Foundation Apache2. 2 Change...

InstallShield|

< Back | Neye> I Cancel

Figure 118 Apache on Windows 2008 — Destination folder

Choose the appropriate installation folder (we will use the default) and click on the

[Next] button or press ALT-N to continue.
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i3 Apache HTTP Server 2.2 - Installation Wizard x|

Ready to Install the Program
The wizard is ready to begin nstallation,

Click Install to begin the instzllation.

If you want to review ar change any of yaur installstion settings, dick Back, Click Cancel to
exit the wizard.

Figure 119 Apache on Windows 2008 — Ready to install

After entering the needed details we are now ready to install the software. So click on

the [Install] button to start installing the application.

\E‘ C:\Users\Rober. .. \apache _2.2. 14-win32-x85-openssl-0.9.8k.msi
Unidentified Publisher

& Cancel
I don't know where this program is from or whatit's for.

5 Allow
T trust this program. T know where itom or Tve usedit before.

| etais

User Account Cantrol helps stop unautharized changes to your computer.

Figure 120 Apache on Windows 2008 — Access control warning |

To prevent unauthorized changes Windows comes up the “User Account Control”

window. Click on Allow to continue.

i@ Apache HTTP Server 2.2 - Installation Wizard x|

Installation Wizard Completed

The Installation Wizard has successfuly installed Apache HTTP
Server 2.2.14. Click Finish to exit the wizard.

s

|

= Back:

Figure 121 Apache on Windows 2008 — Installation wizard completed

The software is being installed now and the above shown window is displayed as
soon as the installation is finished. Click on the [Finish] button or press ALT-F to

continue.
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Finally we will check that the Webserver is up and running. To do so we open the

browser on the server and go to http://localhost

C vt =0l x|
G e e SRR 5 ~-

eornes -]
P " || Fie D e e Tose @

|

It works!

ore T VR, Local it | rotected ade: OF T 3

Figure 122 Apache on Windows 2008 — Test installation

If you are able to see the message shown in Figure 122 the installation has been

finished successfully.
10.3Initial installation and customization

10.3.1 Changing htdocs

The default location for the htdocs directory is located in the Apache program
directory. We want to switch it to another directory for security reasons but this need

to be done from and Administrator account.

Open the main configuration file of the Webserver which is located at
C:\Program Files\Apache Software Foundation\Apache2.2\conf\httpd.conf.

ali=
T

Figure 123 Apache on Windows 2008 — httpd.conf file location

Search for the following sections
DocumentRoot "C:/Program Files/Apache Software Foundation/Apache2.2/htdocs"
and change it to the new directory

DocumentRoot "E:/htdocs/mydomain.com/pages"

The same procedure for

#
# This should be changed to whatever you set DocumentRoot to.

#
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<Directory "'C:/Programme/Apache Software Foundation/Apache2.2/htdocs">
which should be changed to

<Directory "E:/htdocs">

as well.
Copy the content of the old htdocs Directory to the new one.

To finish change the server needs to read the httpd.conf file again. For this reason

we need to restart the server by opening the Apache Servicemonitor

1
DEH@ iy 7

Figure 124 Apache on Windows 2008 — Apache servicemonitor

Apache Serdice Monitor 5 (= |

=

Service Slghas
& oF:
Stee
-
The Apache? 7 sericn & eaaing
The Apscted 2 serice has iestated 2 T
] L
Apache/2. 2. 14 (Win3Z)

Figure 125 Apache on Windows 2008 — Server restart

and click on the [Restart] button or press ALT-R to restart the server.

1 ApacheMonitor exe
Urientrbad Sy lehar

|¢c,moe|

& Al
1 ust i program. | know where iTs fom o Tve used & befare.

= e

ey Acxont Contral b 40 unmsoriond dhanges 10 your computer.

Figure 126 Apache on Windows 2008 — Access control warning |l

Once more Windows tries to prevent unauthorized changes and displays the “User

Account Control” window. Click on [Allow] to continue.

After the restart we will check again that the Webserver is up and running. To do so

we open the browser on the server and go to http://localhost .
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Done: Ty /R Lacal intranes | Prosectesd Mode: Off CEET

Figure 127 Apache on Windows 2008 — Test modified installation

10.3.2 Adjusting Windows Firewall

To allow external connection we need to adjust the Windows firewall.

Go to Start /Control Panel / Windows Firewall

Figure 128 Apache on Windows 2008 — Windows firewall

Click on the hyperlink Change Settings
=

General Exceplions | advanced |

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall.

Windgws Firewall is currently using settings for the private network location.
{ilhat are the risks of unblocking a prooram

To enable an exception, select its chedk box:

Program or port |i|
[ Remote Desktop

[ Remote Event Log Management

[JRemote Scheduled Tasks Management

[ Remote Service Management

[ Remote Volume Management

[JRouting and Remote Access

[ secure Socket Tunneling Protocol

[CISNMP Trap

[ Windows Firewall Remots Management

O windows Management Instrumentation (WMI)
[ Windows Remote Management

[ Windaws Security Configuration Wizard

Add program... Add port... | Properties | [elete I

I™ Notify me when Windows Firewall blocks a new program

ok | el | |

Figure 129 Apache on Windows 2008 — Windows firewall settings

and select Expections. Click on the [Add Port] button or press ALT-O to continue.
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Add a Port x|
Use these settings to open a port through Windows Firewall. To find the
port number and protocol, consult the documentation for the program or
service you want to use.
MName: I http
Port number: I 30
Protocol: = TCP
= UDP
What are the risks of opening a port?
Change scope... | Cancel |

Figure 130 Apache on Windows 2008 — Add a port

Type the name (http) and the port number (80). Click on [OK] twice to close all open

windows.

Check that access to the Webserver is possible from a remote machine.

It works!

s @ e Lo W -

Figure 131 Apache on Windows 2008 — Testing connection from remote

If you are able to see the message shown in Figure 131 the work has been finished

successfully.
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11 Appendix E: Installing Apache on Fedora 12

11.1Prerequisites

We have decided to build the software from the source code and not to use

precompiled rpm packages so that it is easier to use these instructions for other UX

systems as well.

11.1.1 Download the software

Login to the system and open a terminal window. Switch to the root user for
download and installation

[mod_rexx@www ~]$ su

Password: ******

[root@www mod_rexx]# wget http://archive.apache.org/dist/httpd/httpd-
2.2.14 _tar.gz

11.1.2 Option: MDS5 value check

Download the MD5 signature file for the Apache file.
[root@www mod_rexx]# wget http://www.apache.org/dist/httpd/httpd-
2.2.14.tar.gz.md5

Read the content of the file.
[root@www mod_rexx]# cat httpd-2.2.14.tar.gz.md5
MD5 (httpd-2.2.14.tar.gz) = 2cle3c7ba0O0bcaal0l63da7b3e66aaale

Calculate the MD5 hash value of the downloaded file.
[root@www mod_rexx]# md5dsum httpd-2.2.14.tar.gz
2cle3c7balO0bcaa0l63da7b3e66aaale httpd-2.2.14.tar.gz

Both values have to be identical.

11.2Installation

Unpack the file.
[root@www mod_rexx]# tar xvzf httpd-2.2.14_tar.gz

Change to the directory with the unpacked files.
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[root@www mod_rexx]# cd httpd-2.2.14

Install the software (for future need we also include some optional modules).

[root@www httpd-2.2_147# ./configure
[root@www httpd-2.2.14]# make
[root@www httpd-2.2_1471# make install

Start the Webserver.
[root@www httpd-2.2.140# /usr/local/apache/bin/apachectl start

Close the terminal session
[root@www httpd-2.2.14]# exit

[mod_rexx@www ~]$ exit

To allow access to the system we need to adjust the firewall of the system.

Go to System / Administration /Firewall

(=]

Figure 132 Apache on Fedora 12 — Firewall setup

Click on the [Close] button or

£ v

press ALT-C to continue

s @ (5 e 18 63013 ot AR sa e

Figure 133 Apache on Fedora 12 — Authentication needed

Enter root password and click on the [Authenticate] button or press ALT-A to

continue.
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Figure 134 Apache on Fedora 12 — Firewall port opened

Scroll down and mark the checkbox by WWW (HTTP). To change the firewall ruleset
click on [Apply].

Figure 135 Apache on Fedora 12 — Firewall configuration change

Click on the [Yes] button or press ALT-Y to continue.

The Installation is finished now and we need to check that it works.

Open the Webbrowser on the server and go to http://localhost

@ vicmons s s @) 5 G et 10 34000 e R g

== 3T

Figure 136 Apache on Fedora 12 — Connection test

You should see the screen shown in Figure 136.
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11.3Customization:

11.3.1 Adding startup

There’s already a startup file for the Apache Webserver in the /etc/init.d directory but
this file is for the version of the Webserver which comes with the distribution. So we

need to replace the content of the existing file with the following lines:

#1/bin/bash

#

# httpd Startup script for the Apache HTTP Server

#

# chkconfig: - 85 15

# description: The Apache HTTP Server is an efficient and extensible \
# server implementing the current HTTP standards.
# processname: httpd

# config: /usr/local/apache2/conf/httpd.conf

# pidfile: /usr/local/apache2/httpd.pid

#

### BEGIN INIT INFO

# Provides: httpd

# Required-Start: $local_fs $remote_fs $network $named

# Required-Stop: $local fs $remote_fs $network

# Should-Start: distcache

# Short-Description: start and stop Apache HTTP Server

# Description: The Apache HTTP Server is an extensible server
# implementing the current HTTP standards.

### END INIT INFO

# Source function library.
. /etc/rc.d/init.d/functions

if [ - /etc/sysconfig/httpd ]; then
. /etc/sysconfig/httpd

Ti

# Start httpd in the C locale by default.
HTTPD_LANG=${HTTPD_LANG-""C""}

# This will prevent initlog from swallowing up a pass-phrase prompt if
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# mod_ssl needs a pass-phrase from the user.
INITLOG_ARGS=""*

# Set HTTPD=/usr/sbin/httpd.worker in /etc/sysconfig/httpd to use a server
# with the thread-based "worker™ MPM; BE WARNED that some modules may not
# work correctly with a thread-based MPM; notably PHP will refuse to start.

# Path to the apachectl script, server binary, and short-form for messages.
apachectl=/usr/local/apache2/bin/apachectl
httpd=${HTTPD-/usr/local/apache2/bin/httpd}

prog=httpd

pidfile=${PIDFILE-/usr/local/apache2/logs/httpd.pid}
lockFile=${LOCKFILE-/var/lock/subsys/httpd}

RETVAL=0

# The semantics of these two functions differ from the way apachectl does
# things -- attempting to start while running is a failure, and shutdown
# when not running is also a failure. So we just do it the way init
scripts
# are expected to behave here.
start() {

echo -n $"Starting $prog: "

LANG=$HTTPD_LANG daemon --pidfile=${pidFfile} $httpd $OPTIONS

RETVAL=$?

echo

[ SRETVAL = 0 ] && touch ${lockfile}

return $RETVAL

# When stopping httpd a delay of >10 second is required before SIGKILLINg
the
# httpd parent; this gives enough time for the httpd parent to SIGKILL any
# errant children.
stop() {
echo -n $"Stopping $prog: "
killproc -p ${pidfile} -d 10 $httpd
RETVAL=$?
echo
[ SRETVAL = 0 ] && rm -F ${lockFile} ${pidfile}
}
reload() {
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echo -n $"Reloading $prog: "
iT ! LANG=$HTTPD_LANG $httpd $OPTIONS -t >&/dev/null; then
RETVAL=$?
echo $"not reloading due to configuration syntax error"
failure $'"not reloading $httpd due to configuration syntax error"
else
killproc -p ${pidfile} $httpd -HUP
RETVAL=$?
fi

echo

# See how we were called.
case "$1" in
start)
start
stop)
stop
status)
status -p ${pidfile} $httpd
RETVAL=$?
restart)
stop
start
condrestart|try-restart)
if status -p ${pidfile} $httpd >&/dev/null; then
stop
start
fi
force-reload]reload)
reload
graceful |help|configtest|fullstatus)
$apachectl $@
RETVAL=$?
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*)
echo $"Usage: $prog
{start]|stop]restart]condrestart|reload|status]fullstatus|graceful |help|conf
igtest}”
RETVAL=3

esac

exit $RETVAL
Figure 137 Apache on Fedora 12: Startup script (automatically generated)

The easiest way to do this is to copy the above shown content to a file named http.
Transfer this file to the system via FTP; USB-Stick; Webmail, ... .
Open a Terminal and go to the directory of the file. There execute the commands

shown below.

[mod_rexx@www Downloads]$ su

Password: *****

[mod_rexx@www Downloads]$# mv —F httpd /etc/init.d/httpd
[mod_rexx@www Downloads]$# chmod 755 /etc/init.d/httpd
[mod_rexx@www Downloads]$# chkconfig --level 2345 httpd on
[mod_rexx@www Downloads]$# chkconfig --list | grep httpd
http O:off 1l:off 2:on 3:on 4:on 5:0n

Each time the system is restarted now Apache will start automatically.

11.3.2 Symbolic linking of the apache?2 directory

For better maintenance we will use a symbolic link instead of the apache2 directory.
So in future you just need to adopt the link when moving to another version. Fallback
is also very easy in this case.

This is done by issuing the following commands in a Terminal session.
[mod_rexx@www ~]$ su

Password: ****=*

[root@www mod_rexx]# cd Zusr/local

[root@www local]# mv apache2 apache-2.2.14

[root@www local]# In —s apache2.2.14/ apache2

[root@www local]# exit
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11.3.3 Changing htdocs

The default location for htdocs is in the Apache program directory. For improving
security (making it more difficult to place malicious code directly in the program

directory) you should switch it to another directory.

This is done by issuing the following commands in a Terminal session.
[mod_rexx@www ~]$ su

Password: *****

[root@www mod_rexx]# mkdir /var/htdocs

[root@www mod_rexx]# mkdir /var/htdocs/mydomain.com

[root@www mod_rexx]# mkdir /var/htdocs/mydomain.com/pages
[root@www mod_rexx]# mv Zusr/local/apache2/htdocs/index.html
/var/htdocs/mydomain.com/pages/index.html

[root@www mod_rexx]# rmdir /usr/local/apache2/htdocs/
[root@www mod_rexx]# exit

Open /usr/local/apache2/conf/httpd.conf in your preferred editor
Step 1.)

Search for the following sections:

DocumentRoot " /usr/local/apache2/htdocs™

Change to the new directory

DocumentRoot '/var/htdocs/mydomain.com/pages"

Step 2.)

Search for the following sections:

#

# This should be changed to whatever you set DocumentRoot to.
#

<Directory " /usr/local/apache2/htdocs">

Change the directory directive to

<Directory '"'/var/htdocs/mydomain.com/pages''>

These changes need a restart of the server.

[root@www mod_rexx]# Zusr/local/apache2/bin/apachectl restart

Check again that it works by going to the webpage http://localhost.
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It works!

o T

Figure 138 Apache on Fedora 12 — Connection test after reconfiguration

Check that access to the Webserver is possible from a remote machine.

B 1y

It works!

ros [ Lo W -

Figure 139 Apache on Fedora 12 — Connection test from remote
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12 Appendix F: Installing ooRexx on Windows Server 2008

12.1Prerequisites

Prior to the installation we need to build and download the actual version of ooRexx

via the ooRexx website.

Go to http://build.oorexx.org/build.html select “Windows XP i386 EXE”, enter your e-

mail address (used for information) and click on the button [Create o0Rexx

77 ukd e Dlbjet fexe - Wil (stermet §xplorer o x|
Goef= sercararg EiEE e
of Favertes | 5 @ gpenst i = .
W ik Open Cbpect Rk | | Tioe [ - e eegee Sy e Toske -
W Proteciod mode o cuverily burned off for the Lecal nbart sone. Ok here b open spcurly selings. bl
Search | |
Build Open Object Rexx Hieds S
™
maRwm nga my Jlian Ceay ]
i : Build coRexx Components
Build ooRexx Interpreter (SVN Repository main)
This will buid the ool interpreter from the Subversicn man repestory tree on Sourcedcege. Currently only the trunk revision can be built.
el
i
[ r emisl sddress for notibcations. 2
admin@rmydomain.com]  Please see note 1 below,
Cauate ooRexx Interpreter
Mete: This seever was rocently upgraded to Fudira 12 This has cauned o number of pioblams with some of the bubds so wntil thase probloms can be comected the
SOUNCLFORSLIST aflnctad builds have basn ram: ontd. Thay wil ba rastorad as quickly 25 tha prbisma esn ba sddregsad. Chack hack istar
Build ooRexx Documentation
- This will buld the ooRex: docismantation from the Subsersicn repository an Sourceforge. Cumantly only the HEAD rvision c. 3 b buit
0S| certified
Seles em for the build
¥ Done '8 Intermet | Protectes Made: O LT

Figure 140 ooRexx on Windows Server 2008 — Create actual build

A view minutes later you will receive an e-mail notification that the build is completed

and the appropriate download link.

Open the included link in your favorite webbrowser
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/2 Index of /builds/interpreter-main/5500 - Windows Internet Explorer = | Dlﬂ

@:\aj‘v Iﬁ http://build.corexc. org /builds finterpreter -main /5500 j B ([ 42| % ﬁ-‘;a:-gie | 2|~

.7 Favorites | 9o @8 suggested Sites ~ 8 | Web Slice Gallery =

& Index of /builds/interpreter-main/5500 | | ’Eﬁ T = @ v Page = Safety v Tools - @'

|

Index of /builds/interpreter-main/S500

Name Last modified Size Description

: Parent Directory - %
Win32Dbgl og.txt 22-Jan-2010 15:52 368K
Win32Rell og txt 22-Jan-2010 15:46 382K
ooRexx400 5500-x86 32-debug exe 22-Jan-2010 15:52 13M
ooRexx400 5500-x86 32.exe 22-Jan-2010 15:53 12M

Apache/2.2.13 (Fedora) Server at build.oorexx.org Port 80

=

\ [ [ [ [ [Emternet | Protected Mode: OFF [7 - [®wow - ,

Figure 141 ooRexx on Fedora 12 — Build ready for download

Before continuing we need to check the txt file Win32RelLog.txt for errors occurred
during the build process.

it [buid.corex.org  buikds int erpreter-main /5500 /Win 12Rell og.bxt - Windows Internet Explorer

=18l
G-l E : - EIEEI: B
i s [ @i s~ ] Sty -
ok v crasfoeproer o soor. || BB O e sy Tohe @

[

Comp111ng c:\builatemp\ rexxapi\client\Clientiessage. cpp
/DRINS2 -DORX_VEI

€1 fEHsc /nologo /D:_X86_ k=4 -DORX_REL=0 -DORX_MOD=0 -DOOREXX_BLD=S500 -DOOREXX_COFY_YEAR=\""2005-2009"\"

/W3 /D_CRT_SECURE_NO_DEPRECATE /D_CRT_NORSTDC
ClientMessage.cpp

faologo /D:_X86_ /DNINI2 -DORX_VER=4 —DCRX_REL=0 ~DORX MOD=0 -DOOREXX_BLD=SS00 ~DOOREXX _COBY_YEAR=\""2008-2008%\"

/W3 /D_CRT_SECURE_NO_DEPRECXTE /D CRT_ONSTIC.

senc\LocalAPINan
x:

_ /o] _VER=14 -DORX_REL=0 ~DORX_MOD=0 -DOOREXX_BLD=SS00 -~DOOREXX_COPY_YEAR=\""2005-2009"\" /W3 /D_CRI_SECURE_NQ_DEPRECATE /D_CRT_FOKSTDC,

gueustanager. cpp
~DORX_VER=4 —DORX_REL=0 ~DORX_MOD=0 -DOOREXX_BLD=5500 -DOOREXX_COPY_YEAR=\""2005-2008"\" /N3 /D_CRT_SECURE_NO_DEPRECATE /D_CRT_NONSTDC,

Hac /nologo /Di_Xe6_ /DWIN3Z -DORK_VER=4 -DORK_REL=Q ~DORX_MOD=0 -DOOREXK_BLO™SS00 ~DOOREXX_COPY_YEAR™\""

1 e 2005-2009™\" /W3 /B_CRT_SECURE_NO_DEPRECATE /D_CRT_NONSTDC
LocalacrospaceHanager . Cpp

Compi1ing c:\buil eney -cpp

¢ xap1\el1ent\LacalReglatrationianager e [

=5 I

@ irtemet | Protmctedece: O FEE ]

Figure 142 ooRexx on Windows Server 2008 — Check build for any errors

If there is no error message in the txt file you can download the release file (the file
which ends not with debug ;-)) to the target system.
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12.2Installation

I

Type the name of a program, folder, document, or Internet

=] resource, and Windows will open it for you,

Open: |E:\nuRm#U[]jSﬂU«SﬁjZ.ae

&) This task will be created with administrative privileges.
oK I

Cancel | Browse... |

Figure 143 ooRexx on Windows Server 2008 - Start installation

Click on Start / Run and type the filename or browse to its location. Click on [OK] to

continue.

The publisher could not be verified. Are you sure you want to
run this software?
Mame: E:\ooRexx400_5500-x86_32.exe %
@ Publisher: Unknown Publisher
Type: Application
From: E:\ooRexx400_5500-x86_32.exe

Run

| =]

x|

¥ Always ask before operning this file

This file does not have a valid digital signature that verifies its
publisher. You should only run software from publishers you trust.
How can | decide what software to un?

@

Figure 144 ooRexx on Windows Server 2008 - Security warning

By default you will get the security warning shown above. Click on [Run] to continue.

4.0.0.5500 Setup Wizard

This wizard will guide you through the installation of Open

Object Rexx 4.0,0,5500,

computer,

Click Mext to continue,

Welcome to the Open Object Rexx

Itis recommended that you dose all other applications
befare starting Setup. This will make it possible to update
relevant system files without having to reboot your

I [ 3

Next = I

Cancel I

Figure 145 ooRexx on Windows Server 2008 - Setup welcome screen

Click on [Next] to continue.
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Open Object Rexx 4.0.0.5500 Setup

=lol x|
License Agreement
Please review the license terms before installing Open Object Rexx 4.0.0, 5500, @-@
Press Page Down to see the rest of the agreement.
Common Public License Version 1.0 ﬂ
THE ACCOMPANYING PROGRAM IS PROVIDED UMDER. THE TERMS OF THIS COMMON
EIL::BI:E;I(S:E ("AGREEMENT"). ANY USE, REPRODUCTION OR. DISTRIBUTION OF THE

PROGRAM
CONSTITUTES RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution” means: j
If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Open Object Rexx 4.0.0.5500.

< Badk 1 Agree Cancel I
l*\%

Figure 146 ooRexx on Windows Server 2008 - License agreement

Tullsoft Install System ve, 29

Read through the License Agreement and click on [l agree] to continue as soon as
you have understood it.

Open Object Rexoc 4.0.0.5500 Setup

o 3
Choose Components

Choose which features of Open Object Rexx 4.0.0.5500 you want to install. @-@

Check the components you want to install and unchedk the components you don't want to
install. Click Mext to continue.

Select components to install: en c re (e s : e
. Position Yaur mouse
Open Object Rexx Sample Over A Component to
Open Object Rexx Develc see s description,
Open Object Rexx Docum
Space required: 31.3MB
| | H

Tullsoft: Install Systen vz, 29

< Badk I Mext = I Cancel |

Figure 147 ooRexx on Windows Server 2008 - Choose components

We will use the default and install all components. So just click on the [Next] button to
continue.
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## Open Object Rexx 4.0.0.5500 Setup

=10l x|

Choose Install Location
Choose the folder in which to install Open Object Rexx 4.0.0.5500. @-@

Setup will install Open Object Rexx 4.0.0.5500 in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.

"Desﬁnaﬁon Folder

Browse... |

Space required: 31.3MB
Space available: 30.9GB

Tullsoft: Install Systen vz, 29

< Badk I Next = I Cancel |

Figure 148 ooRexx on Windows Server 2008 - Install location

Now we choose the location for the installation of ooRexx. Normally the default is o.k.
so we click on the [Next] button to continue.

## Open Object Rexx 4.0.0.5500 Setup

=10l x|

The coRexx rxapi process
Install rxapi as a Windows Service @-@

ooRexx starts a process, rxapi.exe, the first time a Rexx program executes,

To speed up execution of Rexx programs, rxapi.exe can be installed as a Windows Service
and started automatically when the system boots up.

¥ Install rxapi as a Service

¥ 5tart the rxapi Service

Tdullsoft: Install Systen w2, 29

< Badk I Install I Cancel |

Figure 149 ooRexx on Windows Server 2008 - rxapi process

We will install the rxapi as a service. So leave the default values unchanged and click
on the [Install] button to start the installation.
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## Open Object Rexox 4.0.0.5500 Setup 1 10l =l
Installation Complete
Setup was completed successfully. @-@
Completed
|
Extract: ooRexxTry.pdf... 100% ;I

Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu'\Programs\Open Ob...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu'\Programs\Open Ob...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu'\Programs\Open Ob...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu\Programs\Open Ob...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu'Programs\Open Ob...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu\Programs\Open Ob...
Create shortcut: C:\ProgramData'MicrosoftiWwindows\Start Menu'\ProgramsOpen Ob...
Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu\Programs\Open Ob...

Completed j

Mullsoft InstalliSysten w2, 22

= Back I MNext = I Cancel |

Figure 150 ooRexx on Windows Server 2008 - Installation completed - |

Once the installation is completed you will see the above shown screen. Check for
any error message by scrolling through the installation log. Once you are finished

click on the [Next] button.

58 Open Object Rexoc 4.0.0.5500 Sctup i o = 2|

Completing the Open Object Rexx
‘ 400 5500 Selup Wizard

Open Object Rexx 4.0.0.5500 has been installed on your

computer.
@ Click Finish to dose this wizard.

<Back Finish ol |

Figure 151 ooRexx on Windows Server 2008 - Installation completed - ||

The installation is completed. Click on the [Finish] button to complete the installation.

To check that ooRexx works we will use Rexxtry. Rexxtry is a utility for interactive
trying of REXX statements.
Open a DOSbox and type

E:\> rexx rexxtry

Then issue the simple Rexx command “say “This is a test”.
You should see a screen as shown in Figure 152.
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Administrator: C\Windows\system32\cmd.exe

Microseoft Windows [Uersion 6.0.68011
Copyright <(c) 20886 Microsoft Corporation. All rights reserved.

CosUszers~Administratorre:

E:vrexxtry
REXR-—ooRexx_4.8.8(HT> 6.83 22 Jan 20818
rexxtry.rex lets you interactively try REEE statements.
Each string is executed when you hit Enter.
Enter ’‘call tell’ for a description of the features.
Go on — try a few... Enter ‘exit’ to end.
=ay "Thiz iz a test"
This is a test

rexxtry_rex on WindowsHNT

Figure 152 ooRexx on Windows Server 2008 - Test successful

After this check the installation is completed.
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13 Appendix G: Installing ooRexx on Fedora 12

13.1Prerequisites

Prior to the installation we need to build and download the actual version of ooRexx

via the ooRexx website.

Go to http://build.oorexx.org/build.html select “Fedora 12 i386 rpm” enter your e-mail

address (used for information) and click on the button [Create ooRexx interpreter].

) Moplications Places System @) (& [ Fri Dec 18, 415 FM  Mod_REXX seminarpaper

@ ‘Build Open Object Rexx - Mozilla Firefox
Ele Edit Yiew Higtory Bookmarks Tools Help

- ~ - ik [ = ntptaiidoorex: crgulid htmi | [

| Build pen Object Rexx

Build Open Object Rexx

Screen Stytes:

ii " Build ooRexx Components

Build coRexx Interpreter (SVN Repository main)

T ‘il busic the QOFbesc inBerpreter B0 the SUVrSION AN IEOSAON 11e On SOUTEoNe. CLMDNDY Drfy the Nk sevision Can be bult

ity upgraced to Fedora 12. This g
PesStoned s quickly i e protlen

Build coRexx Documentation

05 cenified

301 COCLTRMLAION MO e SUENBMEN repasilony on Sourtetorge. GUETenly onty the HEAD fovision can be bult
N Select the e bt
WIS All Do
— ot o e e e o s
@ Build Open Object Rex... ]

Figure 153 ooRexx on Fedora 12 — Create actual build

¢ &

ol

Search

ms with some of the bulds 50 LN Bhose poblems can e comectad the Afected bulds nave
Ratur

A view minutes later you will receive an e-mail notification that the build is completed

and the appropriate download link.

Open the included link in your favorite webbrowser
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[ Applications Places sme o = Fri Dec 18, 4:17PM Mod_REXX seminarpaper
: i

Ble Edit View Higtory Bookmarks Tools Help
« - & [= e - 12,1586/ ~| [~
o Index of fuildsfinterpretermal,.. | 9

Index of /builds/interpreter-main/5435/fc12.i586

Name Last modified Size Descrption
o Parent Directory -
[# coRexx-4.0.0-5435 1686.rpm 18-Dic- 2000 05:43 740K
[# coRexx-debuginfo-4.0.0-5435.4686.rpm 18-Dec-2009 M

) rpm.ficl 21586 bulldrpt.txt 18-Dec-2000 05:43 591K

Apache/2.2.13 (Fedora) Server at bulld.oorexx.org Port 80

pone
@ Index of fouildsinterpr... | [ ] Ly |

Figure 154 ooRexx on Fedora 12 — Build ready for download

Before continuing we need to check the txt file for errors occurred during the build
process

) Avlications_Places System @) (¢ (& FriDec 18, 424 M Mod_REXX seminarpaper o =

Ble Edit View Higtory Bookmarks Tools Help

- - ik [ e pr 12./586/7pm {12,586, bullorpt.txt | [~
& hitpeibuild oore., 588 buildmpt et | &

s uname -5
 OSeLinux
« *[* Linux = panwin °]

+ libtoolaze --copy -force --autosake
+ aclocal

--gopy --foreign

" eont g, guess’

2: imitalling . /missing
api/callrenxMakefile. an: imitalling . /depconp’
checking build systes type... §686.pc. Lisux-gou
checking host system type... 1686 pe.Litoi.gou
chacking target systes type... i886-p<. Linux-gou
checking for a BSO-cospatible install... fusr/binfinstall .c
chacking whather build environeent s sane,.. yes
checking for a thread-safe mkdir -p... /edn/ekdir -p
chacking for gaek., .. gaek
chacking whather make tets SINMED... yes

e

ehaching for sulfix of cbject filei... o

checking whether we are using the G C compiler... yes
checking whether o accepls -g... yes

chacking for gee option to accept IS0 C89... none nesded
chacking for style of include used by make... G
checking dependency style of goc... geed

chacking how to run the © prepre<esser... goc -E
chacking for ges,.. gee

Chacking whether we are using the GMJ Ces compiler... yes
ChaCking whather ges ACCRRTE ... yes

ehacking dspandancy styla of gis. .. geed

L |

_M 3
@ Mozita Firefox ] [ ] Ly |

Figure 155 ooRexx on Fedora 12 — Check build for any errors

13.2Installation

Open a terminal session on the target system and issue the following commands
[mod_rexx@www ~]$ su

Password: *****

Download the build using the wget command.

[root@www mod_rexx]# wget http://build.oorexx.org/builds/interpreter-
main/5435/fcl2.i1586/00Rexx-4.0.0-5435.1686.rpm
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Install and check the rpm file on the target system.
[root@www mod_rexx]# rpm —-i o0oRexx-4.0.0-5435.1686.rpm
[root@www mod_rexx]# rpm -ga | grep OoORexx
00Rexx-4.0.0-5435.1686

Leave the administrator account and check that ooRexx works by using Rexxtry.

[root@www mod_rexx]# exit
[mod_rexx@www ~]$ rexx rexxtry
REXX-00Rexx_4.0.0(MT) 6.03 18 Dec 2009
rexxtry.rex lets you interactively try REXX statements.
Each string is executed when you hit Enter.
Enter “call tell® for a description of the features.
Go on - try a few... Enter "exit" to end.
say "This is a test"”
This iIs a test
............................................... rexxtry.rex on LINUX
exit

[mod_rexx@www ~]$

After this check you have completed the installation.
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